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Abstract 

The event surveillance applications need to collect spatiotemporal event observations 

from different interested sensing areas. This objective can be achieved by using tech­

nologies of Wide-Area Sensor Networks (WASNs), which are emerging wireless net­

works that have a two-tier infrastructure: i) the lower tier consists of multiple Wireless 

Sensor Networks (WSNs) which are deployed to monitor the interested events; and ii) 

the upper tier consists of mobile data collectors (such as unmanned automatic vehi­

cles) which move around the sensing areas to forward event queries and reports. The 

mobile data collectors form the so-called Intermittently Connected Networks (ICNs). 

The connectivity of this infrastructure is unreliable, because i) different sensor net­

works may be deployed in geographically disconnected areas; and ii) the end-to-end 

paths may not exist among mobile data collectors due to node mobility. The key 

challenge is how to handle the dynamic topology variations in disseminating queries 

and collecting event reports. Also, globally synchronizing clocks in WASNs is re­

quired such that the observed events have accurate timestamps. This dissertation is 

the first one to address these issues in the overall data communication environment 

of WASNs. 

The first contribution of our work includes a set of dynamic multicast protocols. 

On-demand Situation-aware Multicast (OS-Multicast) protocol is proposed for ICNs 

to distribute event queries to the mobile data collectors which can further forward 
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the queries to the distributed sensor networks. OS-Multicast dynamically builds up 

the multicast structure according to the current network situations. It forwards data 

whenever there is a discovered opportunity to reach the destinations. Therefore, OS-

Multicast improves the successful message delivery ratio by introducing redundant 

traffic. OS-Multicast doubles the message delivery ratio than DTBR, the first dy­

namic multicast protocol for ICNs, when the total unavailability of contacts is more 

than 70% of the overall system operating time. Priced Track and Transmit (PTNT) 

protocol is proposed to help mobile data collectors gather event reports from the sen­

sors. By distributedly counting how long the data collectors stay within the neigh­

borhood of each sensor, PTNT is capable of tracking the movement of mobile data 

collectors without requiring GPS information. PTNT also gives system designers 

the capability of making a tradeoff between the message delivery efficiency and the 

average message forwarding delays, by controlling how often the queries are flooded. 

The second contribution of our work involves a set of time synchronization pro­

tocols. Double-pairwise Time Protocol (DTP) is proposed for ICNs to keep clocks of 

mobile data collectors ticking at the same speed. By doubling the synchronization 

messages and applying a new message filter to estimate the relative clock drift, DTP 

cuts the average time-synchronization error by about half comparing to NTP-Core, 

which models the synchronization exchange method of NTP which is the Internet 

time standard for decades. The idea of DTP can also be directly implemented in 

the current synchronization architecture of NTP. The LEvel Synchronization using 

Sender, Adjuster and Receiver (LESSAR) is then proposed to synchronize clocks in 

WSNs. LESSAR is a lightweight approach to addressing the concern of energy con­

sumption in WSN time synchronization by only requiring the adjusters to conduct 

two-way time message exchange with the time servers. Thus, LESSAR always uses 

less synchronization traffic than TPSN to achieve similar time accuracy, which is 

the default time protocol used in TinyOS, i.e. the operating system of off-the-shelf 
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wireless sensors. 

In summary, we describe solutions of providing dynamic multicast and time syn­

chronization services in WASNs. Analytical models for performance analyses of some 

existing solutions and the proposed approaches are also presented in this dissertation. 
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Chapter 1 

Introduction 



1. Introduction 

1.1 Wide-area Sensor Networks 

Wide-area Sensor Networks (WASNs) are emerging wireless networks which are viewed 

as the building components for a broad range of applications to collect spatioternpo-

ral event observations in large areas. The potential applications in WASNs include 

medical/health care, habitat monitoring, and environmental surveillance. 

Internet 
data center 

data browsing 
and processing 

data collector IB data collector 

Figure 1.1: The two-tier infrastructure of Wide-Area Sensor Networks. 

WASNs consists of two types of nodes: i) sensors that are lightweight and bat­

tery powered to observe different interesting events using different sensing devices on 

board; and it) data collectors that are powerful and mobile to explore the distributed 

sensors and serve as the data carriers to forward the event queries and reports. A 

two-tier architecture of the wide-area heterogeneous sensor networks is shown in Fig. 

1.1, in which the upper tier consists of all the mobile data collectors and the lower tier 

consists of all the distributed sensors. The upper tier forms Intermittently Connected 

Networks (ICNs) and the lower tier forms Wireless Sensor Networks (WSNs). We 

assume that each sensor network has at least one dedicated data collector to collect 
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1. Introduction 

the event reports. This data collector is also called the data sink or sink. Event 

reports are first collected by the sinks, then delivered to the central data center via 

the upper-tier ICNs for browsing, post-processing and logging the events. The data 

center may be connected to the Internet if needed. 

1.1.1 The Upper-tier Intermittently Connected Networks 

In the last two decades, much research activities have been conducted for mobile 

wireless ad-hoc networks (MANET). Unlike the traditional wireless networks such 

as cellular networks, MANET do not have a pre-defined infrastructure and nodes 

directly communicate to each other rather than using the access points. Messages 

are forwarded from node to node until they reach the desired destination. Routing 

schemes in MANET, such as DSDV[72], AODV[73] and DSR[52], have a common 

fundamental assumption of that there exists an end-to-end path from the source to 

the destination. However, wireless links may be intermittently connected as the result 

of planned or unplanned link unavailability periods. Such link layer challenges are 

caused by high node mobility, low network density, limited radio ranges, scheduled 

node unavailability, or unexpected infrastructure disruptions. 

Recent research in the Intermittently Connected Networks (also denoted as Dis­

ruption Tolerant Networks (DTNs)) [19, 36, 74, 50] addresses these challenges. Com­

munication environments of ICNs feature frequent network partitions between data 

communication pairs. ICN technologies target on handling data communication in 

networks where instantaneous end-to-end paths become unstable and inconsistent. 

In ICNs, messages (called bundles) are transmitted in a store-and-forward fashion as 

illustrated in Fig. 1.2. A bundle is first stored in the local buffer of its current cus­

todian and then forwarded when the link to the next hop becomes available. Due to 

the frequent topology variations, the routing decisions at each node may have to vary 
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1. Introduction 

from time to time to take advantage of data forwarding opportunities. Therefore, 

dynamic routing approaches that are able to adjust the routing decisions according 

to the current network situations are required in ICN environment. 

© ® 

0 0 

® 
0 

© 
0 

© © 

© 
© 

(a) tt (b) b <<0 *' 

Figure 1.2: Data transmission from node S to D in ICNs, given t3 > £2 > h-

In our designed system, an ICN node could be a bus, a vessel, or an unmanned 

automatic vehicle that equips two types of radios: one as same as sensor's radio and 

the other radio that is used to communicate with other ICN nodes. 

1.1.2 The Lower-tier Wireless Sensor Networks 

The lower-tier Wireless Sensor Networks are composed of tiny wireless nodes that 

are capable of sensing the changes of the surrounding environments, processing the 

sensed data and communicating with each other through wireless radios. Sensors 

are usually deployed in a dense mode and form a connected network to monitor the 

application-specific events. Each sensor network covers certain interested area and 

are capable of performing different event surveillance tasks. Therefore, a large area 

is covered by several sensor networks, which do not need to be connected to each 

other. The data communication between sensor networks and the central data center 

is carried out by the mobile data collectors in the upper-tier ICNs. 
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1. Introduction 

Compared to the other wireless-capable nodes such as laptops and PDAs, sensors 

typically have limited power, low computational capability and small size of memory. 

For example, a commercial version, the Crossbow MPR410, only has a 433MHz Atmel 

ATMega processor and 128k memory and is powered 2 AA batteries [3]. To prolong 

the system lifetime, it is required that the protocols designed for sensor networks 

must be lightweight in terms of computational complexity, storage usage, and energy 

consumption. The routing schemes designed for MANET or the Internet are too 

heavy weight to be utilized by WSNs. 

Both the ICNs and WSNs can be viewed as subsets of MANET. Table 1.1 compares 

their differences. 

Table 1.1: Comparisons of ICNs, WSNs and MANET 

Connectivity 
Density 
Mobility 
Propagation Delays 
Computation Capability 
Local Storage 
Communication Range 

ICNs 

Frequently Disconnected 
Low 
High 
Large 
Good 
Large 
Long 

WSNs 

Connected 
High 

Low or None 
Small 
Bad 
Tiny 
Short 

MANET 

Connected 
Medium 
Medium 

Small 
Good 

Medium 
Long 

1.2 Motivations 

Many applications have been proposed using wireless sensors. For example, CodeBlue 

[62] is a health care project by attaching sensors to the in-patients in a hospital. 

The sensors monitor the vital medical data such as the heart beat rate and the 

body temperature of the patients and report the observations to the doctors' PDAs. 

Alarms are triggered when some attentions from the doctors are needed and data are 

eventually stored in the database. ZebraNet [53] is a habitat monitoring application 
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1. Introduction 

to track the traces of a group of zebras in Kenya. The GPS sensors carried by 

zebras periodically record their positions. The biologists then collect the data to 

study the migrations and the inter-animal activities of zebras. PoleNet [91] is an 

environmental surveillance project to study the ice melting speed in the southpole. 

Sensors are deployed underneath the ice shell to monitor the temperature. Scientists 

then use small aircrafts that fly over the sensors to collect the event reports. 

The technologies utilized in these applications are designed to support a single 

connected sensor network to perform event surveillance tasks in a small area. How­

ever, some challenging issues are raised when the scales of these applications are 

expanded to deploy thousands of hundreds sensors in multiple areas that are geo­

graphically disconnected. For instance, to monitor the bird activities in Indonesia 

which consists of over 18,000 islands, these issues include: i)it is costly and difficult 

to build up a huge infrastructure to keep all the sensor networks in different islands 

connected; ii) even if the overall network is connected, event reports can hardly be 

delivered to the data center if the sensors that observe the event are too far away. For 

example, assume that the packet loss rate over a WSN link is 3%. Then the packets 

transmitted from a sensor which is 100 hops away from the data center only has less 

than 5% chance to reach the destination; Hi) because the capacity of WSN links is 

very limited, contentions and collisions may frequently happen in the networks when 

there is a large amount of reports generated by a lot of sensors that observe the events 

simultaneously ; and iv) the life time of those sensors close to the data center may 

quickly expire since they have to be kept activated to forward the received data. 

The ICNs technologies target on providing networking services in communication 

environments where network partitions frequently occur can be utilized to address 

these issues. ICN routing schemes take advantage of the node mobility to overcome 

the disruptions of the end-to-end paths. Messages are forwarded to nodes that either 

have higher probability to meet the destination in the future or have better knowledge 
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1. Introduction 

of how to deliver the messages closer to the destination. For example, DakNet [71] 

is an ICN application to provide internet access for the rural villages in India. The 

motorcycles that routinely move around different villages act as the mobile data 

forwarders. Messages are first stored in the hard drives carried by the motorcycles 

and then forwarded when the motorcycles encounter an access points connected to 

the Internet. The similar idea can be found in DieselNet [9] project. It constructs a 

mobile networks consists of city buses moving around Amhurst, MA. An link is set 

up whenever two buses meet with each other so that messages such as emails can be 

exchanged. 

By combining the benefits of the technologies of both WSNs and ICNs, we pro­

pose the architecture of the wide-area sensor networks to support large-scale event 

surveillance applications which involve multiple sensor networks deployed in several 

geographically disconnected areas. In our designed system, the ICNs in the upper 

tier are responsible for relaying messages between the data center and the distributed 

sensor networks. The mobile ICN nodes forward the event queries/task assignments 

from the data center to multiple sensor networks. To achieve this, some ICN nodes 

have two types of radios: the long-range radio for communicating with other ICN 

nodes and the short-range radio for communicating with sensors. These ICN nodes 

moves around their dedicated sensor networks and are denoted as the mobile data col­

lectors for the lower-tier sensor networks. They are also responsible of collecting event 

reports from sensors and unicast the data back to the data center using ICN routing 

schemes. In the Starbug project [86], it has been proven that having the mobile data 

collectors store-and-forward the messages is both economy- and energy-efficient to 

conduct data communication between the data center and the sensor networks. 

In such system, we study two research problems: the Dynamic Multicast problem 

and the Network Time Synchronization problem. A sensory task, which is a spa-

tiotemporal event query, needs to be conducted in two steps: task assignment step 
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1. Introduction 

and data collection step. In the first step, tasks are generated at the data center and 

delivered to multiple sensor networks with the help of mobile data collectors. Multi­

cast is an important service to support such one-to-many data communication. After 

that, even reports need to be collected from sensors that detect the events to the 

mobile data collectors and then forwarded back to the data center. The way mobile 

data collectors collect the reports is many-to-many multicast data communication. 

In this dissertation, we propose a set of dynamic multicast solutions to providing the 

above services. Moreover, event reports require accurate time stamps for the purpose 

of logging and processing events correctly. Some applications such as monitoring the 

temperature changes of volcanos or the vibrations of earthquakes require millisecond-

level time accuracy. Therefore, how to provide accurate synchronized global time in 

WASNs is another essential research component of the event surveillance applications. 

As discussed above, the challenges of both research problems are the frequent topol­

ogy disruptions caused by the mobile data collectors and the limited system resources 

of the wireless sensors. Our solutions to addressing these issues are introduced in later 

chapters. 

1.3 Problem Definitions 

1.3.1 The Dynamic Multicast Problem 

To define the Dynamic Multicast problem, we have 

• V, the set of nodes in the upper-tier ICNs. V = {N0,N±, ...,Nn}, where Ni 

represents the ith node and No is the data center. 

• E(t), the set of the ICN links at time t between nodes in V. We assume that a 

link eij from Ni to Nj is a directional link, e^ € E(t) if e^ G E(t). 
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1. Introduction 

• R, the set of the multicast receivers in the upper-tier which are the mobile data 

collectors for the lower-tier sensor networks. R CV. 

• G(t) = (V,E(t)), a directed graph which represents the time-varying ICNs at 

time t. 

• Wi(t) — {Sj(t), LP(t)), a time-varying graph which represents the jth sensor 

networks. 

• Si, the set of sensors in the jth sensor network in the lower-tier WSNs. Sj = 

\s1,s2, ...,s
3
m}. 

• MD0 represents the set of mobile data collectors in the jth sensor network, 

MDCj E R. 

• M\ the set of the sensors in the jth sensor-net to receive the sensory task. 

• D, the set of tasks generated at iVo that must be delivered to all the mobile 

data collectors in R, and then to be delivered to sensors. 

• Ts, the start time of the multicast session in the upper-tier ICNs. 

• Te, the end time of the multicast session in the upper-tier ICNs. 

• T/, the start time of the multicast session in the jth WSNs, minT/ > Ts. 

• Ti, the end time of the multicast session in the jth WSNs. 

It has two correlated subproblems: the Dynamic Multicast problem in the upper-

tier ICNs and the Mobile Data Collection problem in the lower-tier WSNs. 

We assume that the multicast session in ICNs is divided into K = \Te — Ts\ time 

slots. Then the ICN DM problem is defined as: given a time-varying network G(t) = 

(V,E(t)), how to select a set of multicast structure MS(ti),MS(t2),...,MS(tL) to 
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1. Introduction 

route all the data in D from the source N0 to all the receivers in R, where Ts = 

t\ < t2 < ... < tx — Te and U is the ith. time slot counted from time Ts. Note that 

MS(U) c E(U). 

In the similar way, the Mobile Data Collection problem in jth WSNs is defined 

as: given a time-varying network W*{t) = (Sj(t), lJ(t)) and the constraints of system 

resources, how to select a set of multicast structure msj(ti)1msj(t2),...,ms:'(t3
k) to 

route all the reports from the sensors that observed the events in MJ to the mobile 

data collectors in MDCj, where # = \T* - Ti\,T2 = h < t2 < ... < t{ = T'e and U is 

the ith time slot counted from time T/'. 

The two multicast problems are similar from their definitions. However, they 

have different requirements and characteristics which will be discussed in the later 

chapters. 

1.3.2 The Network Time Synchronization Problem 

To provide the accurate time stamps for event reports, the clocks in WASNs needs 

to be synchronized. Network Time Synchronization in WASNs is conducted in a 

hierarchical way. We assume that the data center always has the correct real time. 

First of all, the clocks of the mobile data collectors are adjusted to follow the time of 

the data center. Secondly, the clock of each sensor-net is synchronized to its own data 

sink. Let U represent the reading of local clock of node Ni and let to be the correct 

real time. Therefore, our objective of the NTS problem is to achieve \U — i0| < £> 

where e is called the time accuracy. 
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1. Introduction 

1.4 Organization of This Dissertation 

This dissertation is organized as follows. The exiting research results of multicast 

schemes proposed for the Internet and MANET are summarized in Chapter 2. I de­

scribe the designs of the dynamic multicast methods for ICNs and WSNs in Chapter 

3, including the network model, the way to construct and maintain the multicast 

structure and how to handle dynamic membership. In Chapter 4, I propose a novel 

mathematical model to analyze the time errors of different synchronization approaches 

for WASNs. The reasons of network synchronization errors are discussed. Based on 

this analytical model, the error distribution and accuracy limitation of time synchro­

nization are analyzed. This document is concluded in Chapter 5. 
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2.1 Dynamic Multicast 

2.1.1 Multicast in the Internet 

To realize in-network group communication, multicast is more efficient than multiple 

unicast or broadcast in terms of the utilization of network resources. Basically, multi­

cast is defined as the one-to-many or many-to-many data communication. Multicast 

has become a highly desired service of most vendors' network products and a hot 

topic of the research community for over decades. 

1998, MBGP, 
1988,DVMRP 1994.MOSPF 1996, PIM-DM BGMP 

i til 
t t t 

1992,MBone 1995, CBT 1998, PIM-SM 

Figure 2.1: History of Internet Multicast Approaches 

The thought of IP multicast was first introduced by Steve Deering in 1988 [23]. 

With implementing this idea into a large scale experiment of audiocast, the first 

generation of Multicast Backbone (MBone) in the Internet was created by IETF 

(Internet Engineering Task Force) in 1992 [13]. The connectivity between two MBone 

hosts was provided by a technique called tunneling, which set up a logic point-to-pint, 

IP-encapsulated link that may cross several Internet routers [6]. Distance Vector 

Multicast Routing Protocol (DVMRP) [88], which built up and maintained a tree in 

a broadcast-and-prune manner, was selected as the multicast approach. After that, 

a lot of Internet multicast protocols has been proposed. These tree-based approaches 

could be divided into two categories: source-rooted tree and shared tree. The idea 

of Multicast Extensions to OSPF (MOSPF) [70] and Protocol Independent Multicast 

Dense Mode (PIM-DM)[24] belong to the first category in which a shortest path tree 
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is created and preserved from the source to all the intended receivers. However, Core 

Based Tree (CBT) [7] and Protocol Independent Multicast Sparse Mode (PIM-SM) 

[26] establishes a shared tree rooted at the rendezvous point (RP) in stead of the 

source. In this way, the source does not necessarily have to have an explicit list of 

the group members. All the group Join and Leave messages are handled by the RP. 

Moreover, several multicast trees could be maintained by the same RP to save more 

network resources. 

2.1.2 Multicast in MANET 

The above multicast solutions can be modified and extended in the wireless net­

works with pre-defined infrastructures. However, they have significant performance 

degradation in mobile wireless environments. For example, DVMRP could cause the 

dropping of multicast packets from fast moving hosts since it works based on relatively 

fixed routing tables [85]. 

The challenges that multicast design in MANET has to address include: i) dy­

namic topologies: In MANET, the node mobility results in variations of the end-to-

end paths. The multicast tree also has to change from time to time and need to 

be maintained and recovered according to the current connectivity of the discovered 

paths; ii) unreliable links: the typical packet loss rate over wireless links varies from 

1% to 30%, depending on the underlying physical and MAC layer designs. But the 

characteristic value of errors over wired connections is less than 1% [85]. Clearly, a 

reliable multicast approach that can achieve high degree of the eventual data delivery 

is required; and Hi) limited energy: energy consumption is always a big concern for 

wireless devices. When a wireless node is out of power, it not only means the loss of a 

potential forwarder in MANET, but also means the loss of data it currently holds. An 

energy-efficient wireless multicast approach with few overheads is always preferred. 
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The simplest method to transmit packets to all the receivers is flooding. Flooding 

does not require any maintenance of a multicast structure so that it has no control 

overheads. However, the channel overheads of flooding are very large and increase 

with the increment of the network scale. And it is well known that uncontrolled 

flooding can cause broadcast storm problem. The overheads of flooding could be 

reduced by setting an upper bound of the Time-to-Live (TTL) value to control how 

far a packet is broadcasted. A method called Reverse Path Forwarding (RPF) [23] 

is used to suppress the redundant traffic by forwarding a packet only if it comes 

from the shortest path originated at the source. However, both TTL-controlled and 

RPF-controlled flooding still have a large amount of redundancy and low efficiency 

when the multicast group is sparse or wireless nodes move fast. Basically, multicast 

approaches designed for MANET can be categorized as tree-based and mesh-based 

methods as shown in Fig. 2.2. The difference between these two is whether to 

maintain a multicast tree or mesh in the wireless networks. The benefit of having 

a multicast tree is the high message delivery efficiency comes from the structure of 

a tree. And the benefit of the latter is the high message delivery ratio due to the 

multiple paths discovered in a mesh. Note that, flooding is a typical mesh-based 

multicast approach. 

Adaptive Tree Multicast [43] is able to switch between the source-rooted tree 

(like DVMRP) and shared tree (like CBT) for conducting wireless multicast. A 

receiver can decide whether to register at the source or RP by comparing the length 

of the shortest paths to them. It tries to be adaptive to the node mobility but has 

more control overheads from both the source and RP. Ad-hoc Multicasting Routing 

Protocol (AMRoute) [92] is also tree-based algorithm. It first creates a virtual mesh 

that only includes the multicast source and receivers as well as the unicasting tunnels 

between them. Then a multicast tree is constructed from this virtual mesh. AMRoute 

is independent to the node mobility because it uses the technique of tunneling. As 
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Figure 2.2: Multicast approaches for MANET 

long as path between tree members exists in the virtual mesh, the multicast tree 

needs not to be changed. However, AMRoute may easily build up a non-optimal 

tree because the topology of virtual mesh is relatively fixed. The selected multicast 

tree is rarely adjusted even when a receiver may move very close to the source. 

The idea of Efficient Overlay Multicast proposed in [24] is as similar as the idea 

of AMRoute. It builds up a multicast tree from a so called virtual overlay but 

applies the shortest path tree algorithm with a novice way to calculate the cost. 

Multicast Operations of AODV (MAODV) [75], the multicast extension of the well-

known AODV [73] routing protocol, is another tree-based method. It divides the 

networks into several groups and maintains a multicast tree only among the group 

leaders. Group leaders are selected along with the RREQ (Route Request) and RREP 

(Route Response) messages exchanges of AODV. And each receiver only needs to 

explicitly send Join and Leave messages to its current leader. MAODV is capable of 

dynamically adjusting the multicast tree. But it introduces more control overheads 

caused by group leader selections. The typical example of mesh-based multicast 
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approach is On-Demand Multicast Routing Protocol (ODMRP) [76]. Multicast mesh 

is constructed by backward learning which is performed in the following way: i) the 

source periodically floods Join messages when it has data to send; ii) node receives 

the non-duplicate Join message will forward it till the message reaches a receiver; Hi) 

each node assign the neighbor that directly forwards a Join message to itself as the 

forwarder. Thus a forwarder group, the multicast mesh, is constructed. One benefit of 

ODMRP is that receivers can inexplicably join or leave the multicast group without 

notifying the source. And ODMRP is able to achieve high message delivery ratio 

and small transmission delays. However, it has a large amount of control overheads 

as the result of the flooding of Join message and the control message exchanges 

between neighboring nodes to dynamically preserve the forwarding group. Dynamic 

Core Based Multicast Protocol (DCMP) [21] is also a mesh-based approach proposed 

for MANET. It is designed for many-to-many communications and the scenarios 

in which all the multicast sources have the same group of receivers. In DCMP, a 

core-based mesh is sharing by the multicast sources. Core nodes are dynamically 

selected to guarantee that each source is at most 2 hops away from a core node. 

The communication between the multicast sources and the core nodes is conducted 

by unicasting. And the communication among core-based mesh is performed in the 

same way as ODMRP. DCMP claims that it achieves much less control overheads 

than ODMRP. These multicast approaches give a good overview of how to conduct 

one-to-many data communications. 

2.1.3 Multicast in WSNs 

There are basically two ways to collecting event repots in large scale sensor networks: 

either by Push or Pull methods. Sensor nodes can periodically broadcast (push) their 
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observations throughout the networks, no matter how the sinks are moving. Eventu­

ally, the data would be transmitted to destinations in a flooding manner. However, 

a lot of bandwidth is wasted by flooding, especially when events happen frequently. 

Sensors' observations can also be pulled out of the networks [33], via several unicast-

ing links from data sources to the sinks. Pull method is relatively efficient than Push 

because it requires fewer nodes involved in data forwarding. However, those unicas-

ting paths easily become invalid when sinks keep changing positions. Comb-Needle 

[61] is a hybrid push-and-pull approach proposed to support information gathering 

in WSNs. It first requires the sensors push and store the data into some relay nodes 

inside the networks. Then data sinks will pull data out of these intermediate re­

lays, rather than retrieving from the original sources, to shorten the data forwarding 

paths. It balances the efficiency between push and pull by controlling how far the 

data should be pushed away, based on the frequency of queries and events. However, 

Comb-Needle is designed for the scenarios in which sinks will not move too fast. 

To predict or to approximate the trajectory of moving objects, the target tracking 

problem is defined and discussed in [59, 94]. A straightforward approach is to attach 

GPS devices to each nodes, including the mobile data sinks. With the precise location 

information, the sink's movement can be monitored and well predicted. However, 

having GPS incurs additional cost and its performance will degrade when sensors are 

deployed indoor or under foliages [90]. Without having GPS, J. Aslam [29] proposes 

a scheme of using probabilistic models to estimate the movement of mobile targets. 

When a target moves, sensors will generate local views of the target's movement, based 

on the observations of environment (such as the variation of surrounding magnetic 

field). Each sensor then gives a deduction of whether the target is moving toward 

itself or moving away from itself. Thus, by collecting the judgments from all the 

nodes, a picture of the target's current movement could be painted. A probabilistic 

model is then used to filter all the information to predict the next possible position. 
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However, the overall estimations have to be done in a centralized way. That incurs 

delays between the sensors which detect the moving target and the central point 

which performs the computation. A distributed tracking approach based on acoustic 

information is proposed in [17]. It divides the sensor nets into several clusters with 

the use of Voronoi diagram. A static backbone consisting of all the cluster headers is 

then constructed and the mobile target is tracked cluster by cluster. However, the life 

time of cluster headers will be much shorter than other nodes because they become 

the computation and communication hot spots in [17]. 

Mobicast [31, 32] is a sink-to-sensor multicasting protocol. It studies the scenarios 

in which a moving sink (such as a soldier or an administrator) keeps querying the 

sensor nets and retrieving data only from its one-hop-away neighbors. Mobicast 

focuses on investigating how to forward the queries from the sink into a delivery 

zone, which consists of sensors located ahead of the sink's movement path. In this 

way, sensors in the delivery zone can be aware of the incoming data sink and begin to 

prepare for the data delivery. The size and shape of the delivery zone is dynamically 

adjusted, along with the sink's movement. Compare to mobicast, mobile multicasting 

in this paper studies different but more realistic scenarios: a group of mobile sinks 

monitor several hot spots in the sensor nets. Our study focuses more on the sensor-

to-mobile-sink data forwarding. 

VLM2 (Very Lightweight Mobile Multicasting) [77] is proposed to support both 

the sink-to-sensor and sensor-to-sink multicasting in WSN. In VLM2, the mobile 

sinks periodically floods beacons to the sensor nets. Those beacons are used to help 

each node update its distance to the mobile sinks so that sensor's observations can 

be transmitted along the shortest paths. However, VLM2 introduces a lot of control 

overheads due to the fact of that all the beacons have to be broadcasted throughout 

the whole networks. TNT and PTNT investigate the similar scenarios as VLM2, 

with dramatically suppressing the control overheads. The details of our proposed 
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approaches for mobile multicasting are illustrated in the next section. 

2.1.4 Multicast in ICNs 

Routing in ICNs 

The characteristics of occasionally-connected networking in ICNs could be found in 

many networks that are subject to disruptions and disconnections. For example, 

the inter-planetary internet designed to support deep-space data transmissions is 

a typical scenario for ICNs in which wireless links connecting spaceships or space 

stations may be periodically unavailable. Data communications via LEO satellites 

among several military bases across different continents is another example as data 

can be exchanged only when a satellite is visible to a military base. Wireless sensor 

networks which are deployed in very hash environments may also suffer from frequent 

network partitions. Moreover, in the networks consisting of highly mobile vehicles 

without powerful antennas, the duration of an available link between two moving 

nodes would be very short. 

To overcome the frequent disruptions of end-to-end paths, a virtual message 

switching scheme is proposed in ICN routing designs. Basically, an ICN node is 

assumed to have a finite local buffer to hold messages that it generates and receives. 

Asynchronous messages (also denoted as bundles) [36] are forwarded from the source 

to the destination in a hop-by-hop store-and-forward manner. 

The existing ICN routing protocols can be divided into two categories: knowledge-

based and probability-based routing. Knowledge-based ICN routing schemes assume 

that certain information about the networks such as prior knowledge of the link 

connectivity pattern, the geographic locations, or the node movement schedules have 

been discovered by the networks. Then, routing decisions are made using Dijkstra-

like algorithms to decide when and how a message should be forwarded. ED (Earliest 
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Delivery), MED (Minimum Expected Delay), EDLQ (Earliest Delivery with Local 

Queue) and EDAQ (Earliest Delivery with All Queue) methods proposed in [70], MV 

(Meetings and Visits) routing proposed in [12], and the message ferry routing and 

control schemes studied in [101, 102, 103] all belong to this category. 

Probability-based ICN routing doesn't rely on any prior knowledge of the net­

works. In general, it requires that when each node encounters another node it esti­

mates the probability of successfully delivering a bundle to the destination by taking 

the other node as the next hop. A bundle is forwarded when the probability is better 

than a certain threshold. How to estimate that probability differs in different ways. 

FC (First Contact) in [51] is the simplest one; it always trusts the first available con­

tact to any neighboring node and forwards the bundles. However, loops may be easily 

found in FC. Epidemic Routing [84] makes two nodes exchange all not previously 

seen messages once they encounter each other. Its approach is based on the idea that 

randomly propagated message will eventually arrive at the destination. PROPHET 

(Probabilistic ROuting Protocol using History of Encounters and Transitivity) [60] 

extends the idea of Epidemic Routing by calculating the so-called delivery predictabil­

ity based on the previous neighbors a node has encountered. A message is forwarded 

only when the next hop is predicted to have a better chance to meet the destination 

in the future. However, such prediction could be inaccurate. Spray-and-Wait [81] is 

another extension of Epidemic Routing. It first sprays a message to a certain number 

of nodes, and then waiting for one of the copies to be directly forwarded to the des­

tination. In this way, Spray-and-wait is able to reduce the large amount of overhead 

introduced by Epidemic Routing. Also, different message spraying strategies could 

be developed and utilized according to the network conditions. MaxProp [9] is one 

of the latest ICN unicasting methods. Its routing decision is made based on the path 

likelihood which estimates the delivery probability of choosing one path to forward 

a bundle. The path likelihood varies according to the changes of ICN environments. 
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Compared to those knowledge-based routing approaches, the probability-based ICN 

routing methods often have non-global-optimal route selections because routing is 

always decided based on local information. 

Multicast in ICNs 

Multicast for ICNs is a considerably different problem compared to that of Internet 

and mobile ad hoc networks, because of the intermittent networking connectivity in 

ICNs, as discussed in Section 3.1.1. Multiple ICN multicast strategies have been 

proposed to overcome these difficulties and comparing their performance is a major 

goal of this paper. 

To our best knowledge, there is no published paper study investigating how to 

provide multicast service over Disruption-tolerant Networks. However, certain ap­

plications such as the tactic information distribution between the command center 

and several oversea military bases using satellites do need multicasting to improve 

the data transmission efficiency. After summarizing the above works, we find that all 

these efforts are only studying robust multicasting over wireless networks in one or 

two aspects, i) The network robustness is regarded as the reliability of end-to-end 

data transmission. However, we believe that it's the system capability to tolerate 

disruptions autonomously, ii) There is no investigation taking the energy-efficiency, 

reliability and support of node mobility in a whole picture for wireless multicasting 

service. In this proposal, we are going to design a framework to improve the wireless 

multicasting from these aspects and we also want to find a generic multicasting model 

to help the research community. 
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2.2 Network Time Synchronization 

A stand-alone hardware clock does not perfectly follow the Coordinated Universal 

Time (UTC) provided by National Institute of Standards and Technology (NIST), due 

to the inaccurate vibration frequency of its oscillator, the changes of environmental 

conditions, or the false configurations of the operating system. 

The issue becomes even worse for two distinct clocks in a networking system, be­

cause there might be time differences between them from the beginning. Therefore, 

time synchronization is an essential and critical component for any distributed com­

puter systems. For instance, using a global time i) to record and monitor system 

events with accurate time stamps; ii) to achieve collaborations among physically dis­

tributed components by activating them at the same time; and Hi) to improve the 

network security of authentication and data encryption by taking the synchronized 

time as part of the public or private keys [68]. The fundamental task of time synchro­

nization is to keep the computer clocks reporting the similar, and ideally the same 

and correct, time values when required. 

There are several straightforward ways to make computer clocks run correctly, 

by applying a more precious clock board, attaching an antenna that receives time 

references from radio stations administrated by NIST, or utilizing a GPS receiver 

that synchronizes with satellites. However, it is too costly to require each computer 

in a big distributed system consists of thousands of hosts have a GPS to fulfill the 

timing need. Therefore, the software based approaches are needed to perform the 

synchronization job in an economic and effective way. 

Over the last two decades, Network Time Protocol (NTP) [67, 66] has become the 

time keeping standard for the Internet because of its robustness and flexibility. NTP 

sets up a hierarchical infrastructure consists of a large set of primary and secondary 

time servers. Each host in the Internet synchronize its local clock with its own 
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time server which are then synchronized with the upper-level primary time servers 

whose clocks are maintained by a trusted time reference or adjusted according to the 

time readings from GPS. In this way, NTP is able to achieve millisecond-level time 

accuracy. 

2.2.1 Time Synchronization in WSNs 

Due to the limited system resources, NTP is too heavyweight to be applied in the 

wireless sensor networks. To achieve the same time keeping goal, several lightweight 

synchronization methods have been proposed for WSNs. Post-facto [25] is the sim­

plest method to synchronize a neighborhood of nodes. In Post-facto, every node 

synchronizes with a third party node that acts as a time beacon which periodically 

broadcasts time stimulus. When a stimulus arrives, each node then adjusts its local 

clock with respect to this time reference. Obviously, only sensors that are within the 

communication range of the beacon can be synchronized. RBS [48] extends the idea 

of Post-facto. In RBS after receiving a time reference, the receivers record the arrival 

time with respect to their own local clocks. Then they exchnge these observations to 

each other to calculate the clock offsets between any two nodes. Therefore, all the 

nodes are synchronized. Obviously, RBS incurs a large amount of overheads as the 

result of exchanging time messages. Both Post-facto and RBS can only synchronize 

the clocks of nodes that are one-hop away from the reference node. Tiny-Sync and 

Mini-Sync [78] are proposed to conduct the multi-hop time synchronization in WSNs. 

They require any pair of two neighboring nodes exchange their time information to 

get the so-called time points. After collecting a series of time points, a tight bound 

of their time differences is then calculated based on a linear model. In this way, 

Tiny-Sync and Mini-Sync make the two nodes synchronized. The drawback of Tiny-

Sync and Mini-Sync is the large amount of overheads caused by two-way message 
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exchanging between any pair of two neighboring nodes. TPSN [42] borrows the idea 

of NTP and simplified it for the sensor networks. It does not require the primary 

and secondary time servers but maintain a hierarchical synchronization structure by 

organizing sensors into different levels in terms of the distances to the time reference. 

Synchronization jobs are done from the upper level to the lower level. To achieve that, 

TPSN requires a steady network topology and symmetric links to guarantee that the 

time estimations it calculates are accurate. Similar requirement of network connectiv­

ity can also be found in TSHL [83], which is the first time protocol proposed for the 

underwater sensor networks. TSHL is performed in two phases: firstly, it estimates 

the clock drift using linear regression based on multiple one-way time beacons; sec­

ondly, it estimates the clock offset using two-way message exchange similar as TPSN. 

FTSP [64] is a MAC-layer synchronization approach (TPSN is actually the first one 

to use MAC-layer time stamping) proposed for wireless sensor networks. It floods 

time messages in the network and utilizes MAC-layer time stamps to estimate the 

clock offsets between wireless sensors. During the existing network time synchroniza­

tion approaches for WSNs, FTSP achieves the best time accuracy as shown in their 

simulation results. 

2.2.2 Time Synchronization in ICNs 

Time synchronization in ICNs is considering as a different and difficult problem than 

that in the Internet and WSNs, because ICNs experiencei)frequent network partition 

caused by high node mobility and ii) the asymmetric one-way delays caused by dif­

ferent queuing delays. [38] propose an idea called GCS which is able to guarantee 

that nodes close to the time servers can be more accurately synchronized and faraway 

nodes are loosely synchronized. GCS discusses the gradient property of synchronizing 

a distributed wireless networks. However, the design of GCS is still based on NTP and 
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it doesn't address the issue of the frequent topology variations. CTP [45] is the first 

time protocol which addresses the asymmetric one-way delays of transmitting time 

messages in wireless networks. It claims that NTP-like approach is inappropriate and 

transfers the synchronization issue into a global optimization problem which is solved 

by linear programming. The optimal solution of CTP is a centralized protocol that 

requires the time offsets of all the nodes must be known. However, this is a very 

strong assumption for ICNs. 

In this document, we conduct time synchronization in WASNs in a hierarchical 

way: first, all the mobile data collectors are synchronized with the data center; and 

second, all the sensors are synchronized with their own data collectors. To achieve 

these goals, we propose Epidemic Time Synchronization(ETS)to address the first 

issue and LEvel Synchronization using Sender, Adjuster and Receiver (LESSAR) to 

address the second issue. The details of these protocols are discussed in chapter 4. 
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3. Dynamic Multicast in WASNs 

3.1 On-demand Situation-aware Multicast in ICNs 

3.1.1 Introduction 

Motivations 

ICNs (Intermittently Connected Networks) multicast is an important service to deliver 

messages from a source to a group of receivers. Network designers face some chal­

lenges when applying traditional multicast methods proposed for the Internet (e.g., 

MOSPF [70] and DVMRP [88]) or mobile ad hoc networks (e.g., AMRoute [92] and 

ODMRP [76]) to ICN environments. First, it is difficult to maintain the connectivity 

of a multicast structure (tree or mesh) during the lifetime of a multicast session. Sec­

ond, data transmissions would suffer from many failures and large end-to-end delays 

because of the disruptions caused by repeatedly broken multicast branches. Third, 

the traditional approaches are designed with the assumption that the underlying net­

works are basically connected, which is not true in most ICN environments [100]. 

To address these issues, several ICN multicast strategies have been proposed, in­

cluding unicast-based, static-tree-based and dynamic-tree-based multicast strategies. 

Each strategy has its own advantages and drawbacks due to different design philoso­

phies. And within each strategy, one can design different variations of multicast 

routing schemes to achieve different QoS (Quality of Service) objectives. The major 

goal of this study is to study the performances of these multicast strategies in different 

ICN scenarios. 

Our performance metrics include: i) message delivery ratio, which is defined as 

the number of unique multicast messages successfully delivered to the receivers over 

the total number of messages that are expected to be received; ii) message delivery 

efficiency, which is the ratio between the unique messages received by the receivers 

and the total traffic generated in the network; and Hi) average message delay, which 
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is the average of end-to-end message transmission delays. Prom our investigations 

and discussions, we aim to help system designers select the appropriate multicast 

routing scheme to meet the design requirements such as to achieve the most message 

delivery ratio, the smallest delay, or the best efficiency. 

Network Model 

ICNs are viewed as an overlay built upon certain underlying networks, such as mobile 

ad hoc networks as illustrated in Fig. 3.1. Only those nodes that implement ICN 

functionalities, e.g. the support of sending and receiving bundles, are considered as 

ICN nodes, while the others are denoted as normal nodes. This overlay that consists of 

all the ICN nodes is named as the ICN overlay. Different multicast routing strategies 

that are implemented for ICN nodes are viewed as the functions of the bundle layer 

in the proposed ICN architecture [14]. 

4 ICN Node ICN link/contact 
O normal node normallink 

Figure 3.1: An example of the ICN overlay. 

An ICN nodes Aj is called a neighbor of Ai if currently there is one end-to-end 

path connecting them in the underlying networks. We use link e^ to represent the 
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current connectivity from node Ni to Nj in the ICN overlay. The state of e^ is up if 

and only if Aj is a neighbor of A4. And the status of e^ becomes down when there is 

no paths in the underlying networks connecting Ai to Aj at present. It is up again if 

at least one old path is reconnected or a new path is discovered. ICN unicast routing 

schemes are utilized in the ICN overlay to deliver a bundle from one ICN node to 

one of its ICN neighbors. When a ICN node has bundles destined for a neighbor and 

there is currently no available outgoing link to reach the destination, it will retain 

the data in its local buffer. We assume that each ICN node has a finite-size buffer for 

storing bundles. 

Problem Definition 

To define the multicast problem, we have the following notations: 

• V, the set of nodes in the ICN overlay. V = A\, A2, ]An, where a* represents 

the zth node and |V| — n; 

• E(t), the set of ICN links at time t between neighboring nodes in V. e^ (t) € 

E(t) is the directed link from Ai to Aj at time t; 

• R, the set of the intended multicast receivers. RC.V and 1 < \R\ < n; 

• S, the set of the multicast sources that have messages for all the receivers in R. 

0 < \S\ < n — 1 (there are at least 1 source and 2 receivers), and S C\ R — 0; 

• D, the set of data that the sources intend to deliver; 

• G(t) — (V, E(t)), a directed graph which represents the time varying ICN over­

lay at time t; 

• Ts, the start time of the multicast session; 
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• Te, the end time of the multicast session. Let Te — Ts = L; 

The ICN multicast problem is then defined as: given a time variant network 

G(t) = {V, E(t)), how to find a set of multicast structure MS(t0), MS{ti),, MS(tL) 

which are the sub-graphs of G(t0), G(ti),, G(tL) where Ts = t0 < tx < <tL — Te, to 

route the data in D from sources in S to the receivers in R, under the constraints of 

the current link connectivity in G(t). Those multicast structures could be either tree 

or mesh which is not guaranteed to be connected in the ICN overlay. 

3.1.2 ICN Multicast Strategies 

Unicast-based Multicast (U-Multicast) Strategy 

The simplest way to perform one-to-many data communication is to send the multi­

cast bundles via multiple unicast operations from the source to each destination. Any 

ICN unicast routing scheme can be applied and extended to perform this task, with 

adding additional group information in the header of bundles. Some unicast routing 

schemes, such as the Epidemic Routing [84] and Spray-and-Wait [80] algorithms, are 

able to distribute the copies of the same bundles to multiple recipients according to 

their designs. U-Multicast strategy has the obvious advantage of the least imple­

mentation overheads. However, for \R\ numbers of receivers registered in a multicast 

group, U-Multicast requires the source deliver \R\ copies of each bundle to these re­

ceivers. Thus, the intermediate ICN nodes may repeatedly forward the same copy 

more than once. It then incurs the transmission overheads which may dramatically 

lower the message delivery efficiency of U-Multicast when there are many receivers. 

Static-tree-based Multicast (ST-Multicast) Strategy 

A spanning tree or a steiner tree is the typical structures which is widely used by many 

multicast protocols. The usage of a tree has been proven to be capable of reducing 
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the transmission overheads in mobile ad hoc networks (MANET) [8], In ST-Multicast 

strategy, a tree is constructed and maintained at the source when a multicast session 

starts. The source first collects all the discovered paths to the receivers and then 

builds up a smallest cost tree based on such information. By definition, the topology 

of the tree does not change in the intermediate nodes during the multicast session. 

And bundles are duplicated at every branching node based on how many downstream 

neighbors the node has. The overlay multicast approach proposed in [44] in MANET 

can be extended to be a ST-Multicast routing scheme in ICNs. It creates an addi­

tional multicast overlay which includes all the multicast group members in the ICN 

overlay. Then the tree is built up based on the logical topology in this virtual overlay 

no matter how the topology in the ICN overlay varies. ST-Multicast strategy is ap­

propriate for some scenarios in which the network disruptions periodically happen in 

a fixed/scheduled pattern, for instance, the data communication via LEO satellites. 

In these cases, the discovered tree can act as the multicast backbone for delivering 

bundles. ST-Multicast strategy has smaller control overheads in terms of maintaining 

the multicast states than DT-Multicast strategy which will be discussed next. But 

it loses the flexibility of adjusting the multicast routing decisions according to the 

topology variations in ICNs. 

Dynamic-tree-based Multicast (DT-Multicast) Strategy 

DT-Multicast strategy dynamically adjusts the multicast tree to adapt to the current 

conditions in the networks. In DT-Multicast, each bundle has an associated tree that 

may change hop-by-hop according to the up/down variations of ICN links. Each node 

that has a bundle performs the same operations: i) to collect the information of the 

availability of ICN links to update its knowledge of the networks; ii) to compute 

the smallest cost tree based on its latest local view of the ICN overlay; and Hi) to 
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forward bundles using the discovered multicast tree. In DT-Multicast strategy, a 

node is capable of changing the multicast structure to take advantage of a newly 

available path to a destination or to avoid forwarding bundles along those currently 

broken branches that are discovered in the previous tree. Compared to the other two 

strategies, DT-Multicast strategy has more implementation and control overheads 

but is better adaptive to the topology variations in ICNs. 

An example of the above three strategies is shown in Fig. 3.2. 
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Figure 3.2: Examples of different ICN multicast strategies. Assume that node 0 is the 
source and nodes 5,6,7 are the receivers, (a) U-Multicast strategy, (b) ST-Multicast 
strategy: a multicast tree is created from a virtual overlay that only consists of the 
source and receivers. Then ST-Multicast keeps using this tree to deliver bundles, (c) 
DT-Multicast strategy: when links 3—*• 6,1—> 4,4—>5 are down, but link 8 —»• 7 is 
up, a new multicast tree is dynamically built to take advantage of the newly available 
link 8 —• 7 to forward bundles to receiver node 7 and 6. 

3.1.3 Details of DT-Multicast Strategy 

In this section, we discuss the details of the DT-Multicast strategy by illustrating 

two typical DT-Multicast routing schemes: dynamic tree based routing (DTBR) and 

on-demand situation-aware multicast (OS-Multicast). 
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Basic Ideas of DTBR & OS-Multicast 

DTBR [104] assumes that each ICN node has a certain knowledge oracle containing 

the schedule or the statistical summary of link up/down information in the ICN 

overlay. Based on this, the source computes a multicast tree for each bundle and 

forwards the current message along the tree. There is a receiver list associated with 

each copy of the bundle. It indicates for which receivers an intermediate node should 

be responsible. Initially, the list at the source contains all the intended receivers. 

If the source has more than one downstream node, it will put a new list that only 

consists of the receivers along that branch into the copy sent to each downstream 

next hop. Each node that receives a bundle will then re-compute a multicast tree 

to reach those destinations in the receiver list. This process is repeated hop-by-hop 

until a copy of the bundle is delivered to a receiver. 

OS-Multicast [97] is similar to DTBR as it also builds up a dynamic multicast 

tree hop-by-hop for each copy of the bundle. However, it doesn't rely on any global 

knowledge of the network, such as node positions or link up/down schedule. It as­

sumes that the underlying networks is able to record discovered routing information 

and report the current availability of outgoing links to the ICN multicast agent. In 

OS-Multicast, there is also a receiver list associated with each bundle. Unlike DTBR, 

it always contains a full list of all the intended receivers. Therefore, OS-Multicast 

requires each intermediate node that has a bundle be responsible for delivering the 

multicast message to all the receivers. 

Common Operations of DTBR k. OS-Multicast 

In this section, we discuss the mutual operations of DTBR and OS-Multicast. 

Membership management Each ICN node is assumed to be associated with 

an endpoint ID. A multicast source (or multiple sources) uses a group endpoint ID 
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or an explicit list of the receivers as the destination address for delivering multicast 

bundles. 

Several semantic models of ICN multicast membership have been studied in [104]. 

Both DTBR and OS-Multicast conform to one of them, the Temporal Membership 

semantic model, with an explicit receiver list known at the source. When a ICN 

node intends to join a multicast group, it registers its planned membership period 

by explicitly flooding a GROUP-JOIN message (e.g., node % claims to be interested 

in the multicast service during the period [tSi,tei], with the start-time tsi and the 

. end-time tei.) into the ICN layer. When the multicast source is informed by the 

GROUP-JOIN message, it puts the membership information into a receiver-list, 

denoted as LM- For each bundle to be transmitted at time t, a ICN node will check 

the validity of receivers in LM- If the membership of a receiver has expired (t > tej) or 

was not activated (t < tsi), then that receiver will not be included in the receiver list 

in the bundle. An intended receiver with expired membership will be removed from 

LM- When a receiver wants to leave the multicast session, it could leave silently. But 

a new GROUP-JOIN message is required when this receiver wants to participate in 

the multicast service again in the future. 

Multicast tree construction 

As mentioned, DTBR and OS-Multicast collects the information of the ICN over­

lay by either querying the knowledge oracle or gathering the discovered routing infor­

mation from the underlying unicasting method. Both compute the multicast tree by 

the Dijkstra shortest path tree algorithm using the hop distance as the cost, at each 

ICN node involved in the multicast transmission. The multicast structure is calcu­

lated dynamically based on the local view of the ICN overlay at each intermediate 

node. The generic pseudo codes of how DT-Multicast strategies make the multicast 

routing decisions and how the bundles are forwarded are shown in Fig. 3.3 and Fig. 

3.4. Action = 1 means to forward the bundle and Action = 2 means to keep a copy 
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of the bundle in the local storage. 

Algorithm: DT-Multicast Decision 

Input: G(t) = (V, E(t)), bundle 

output: MSi(t), the multicast structure created by node M at time t, 
Actiom(bundle, t), how node M process bundle at time / 

1: foreach receiver r in bundle.Lu do 
2: if notvalidreceiver(r, f) then 
3: bundle.Lu = bundle.LM - r 
4: end if 
5: end 
6: G '(t) = CollectLocalViewoflCNLayer( G(f), i) 
7: Cost\{i) = CalculateHopCounts( G'{t), i) 
8: MSi(t) = Dijksta_ShortestPathTree( G\t), Cosh(f), i) 
9: actional) = 0 

10: foreach receiver r in bundle.Lv do 
11: if r is reachable from M in MS\(i) then 
12: bundle.Lv = bundle.L? -r 
13: actioni(t) = 1 
14: end if 
15: end 
16: if action\{i) = 1 and | bundle.Lv\ > 0 then 
17: action\(t) = 2 
18: end if 

Figure 3.3: Pseudocode of Generic DT-Multicast Strategy. 

Multicast state maintainess 

To dynamically maintain the tree, each bundle keeps a unique forwarding state, 

including an upstream list (called Lu) and a pending list (called Lp). The upstream 

list Lv contains the endpoint ID of ICN nodes a bundle has traversed. The purpose 

of Lu is to avoid possible routing loops and to reduce redundant traffic. When a 

bundle arrives, a ICN node creates Lp for that bundle by duplicating the associated 

receiver list LM contained in the bundle. So initially LP = LM- After generating 
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Algorithm: DT-Multicast Action 

Input: action\(t), MS\(i), bundle 

output: how node N\ process bundle at time / 

1: if actioni(t) != 1 then 
2: if \localbuffer\(t)\ < maxsize then 
3: localbufferi{t) = localbuffer\(i) + bundle 
4: else 
5: managelocalstorage (policy, localbufferi(t), bundle) 
6: end if 
7: end 
8: if action\(t) != 0 then 
9: nexthoplist = getthenexthopsfromtree(MS'i(7)) 

10: foreach nexthop d in nexthoplist 
11: newLM = calculatereceiverlist( bundle.Lu, MS\(t)) 
12: newbundle = cr&atecopy(bundle) 
13: newbundle .L M = newL M 
14: newbundle .LP = newLu. 
15: newbundle .Lu = newbundle .L\i + Ni 
16: forwardbundle( d, newbundle ) 
17: end 
18: end if 

Figure 3.4: Pseudocode of storing and forwarding bundles using the DT-Multicast 
strategy. 

the multicast tree based on current network situations, it knows which receivers are 

reachable using this tree. Those covered receivers are then removed from Lp. If the 

resulting Lp is not empty, this node will put a copy of that bundle into its local 

buffer and wait for the future opportunities to reach those destinations stored in Lp. 

Otherwise, the bundle doesn't need to be buffered since all the receivers have been 

covered from its local view of the ICN overlay. 

Each ICN node that has buffered bundles will periodically check if there is any 

chance to forward the buffered bundles further. If so, it then recalculates a multicast 
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tree to reach the uncovered receivers in LP for each stored bundle. If one receiver 

is reachable by this new dynamic tree, it would be removed from LP, and a copy of 

that bundle will be forwarded. A buffered bundle is released when i) its lifetime has 

expired; ii) its associated LP is empty; or Hi) the current buffer management policy 

decides to discard this bundle to avoid possible buffer overflow. Fig. 3.5 shows the 

pseudo codes of maintaining the multicast states in DT-Multicast strategy. 

Algorithm: DT-Multicast Maintaining Operations 

Input: MSi(t) 

output: how node M maintain the multicast state of buffered bundles 

1 
2 
3 
4 
5 
6 
7 
8 
9 
10 
11 
12 
13 
14 
15 
16 
17: 
18 
19 
20 

if \localbnfferi(t)| > 0 then 
foreach buffered bundle b in localbuffer'\(t) 

foreach receiver r in b.L? 
if r isreachable from Ni by MSi(t) then 

d = getthenexthop(M?i(0, r) 
if dis not in bundle.Lv then 

b.L? = b.L? - r 
newLu = calculatereceiverlist(Z>.lM, MS\(t)) 
newbundle = createcopy(&) 
newbundle .IM = newLu 
newbundle .L? = newLM 
newbundle.Lu = newbundle.Lu + N\ 
forwardbundle(£/, newbundle) 

end if 
end if 

end 
if \b.L?\ = 0 then 

localbuffer\(i) = localbujfer'it) - b 
end if 

end if 

Figure 3.5: Pseudocode of maintaining the multicast states associated with each 
bundle in DT-Multicast. 
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Differences between DTBR & OS-Multicast 

Different DT-multicast routing schemes differ in how the current information of the 

ICN overlay are collected. DTBR requires that each node has complete knowledge 

or a summary of the link states in the networks. However, this is difficult to satisfy 

in most practical applications. Without such a strong requirement, OS-multicast 

may operate over any ICN unicast method that is able to record historical routing 

information and detect the status of outgoing links. 

Another significant difference between these two DT-Multicast methods is how 

they treat the receiver list LM in multicast bundles. In DTBR, LM will be divided 

into subsets at each branching node in the multicast tree, while in OS-Multicast 

LM will not change as bundles are transmitted. This simple modification allows 

OS-Multicast to utilize some bundle forwarding opportunities which are ignored by 

DTBR at the cost of additional redundant transmissions. 

Consider two receivers R4 and Rj. We denote Gj(ii) as the set of neighboring ICN 

nodes of Ri at time t\. For node N in the set of Gj(ti) — Gj(t{) f] Gj(h), if it has 

a bundle then N would deliver the bundle to Rt only, according to DTBR. Suppose 

that at time t2 > h, there occurs a link connecting N and Rj, i.e., JV € Gj(t2), as the 

result of the dynamic topology variation in ICNs. Then bundles held by node N at t2 

can not be forwarded to Rj immediately, because iV is not required to be responsible 

for covering Rj before t2. The opportunity provided by link N —* Rj will not be 

utilized by DTBR until N's upstream node in the tree discovers the new link and 

puts Rj into the receiver list of bundles forwarded to N. Moreover, bundle forwarding 

in DTBR stops at receivers Ri and Rj, if they are the leaf nodes of the multicast tree. 

Therefore, bundles successfully delivered to i?, will never be forwarded to Rj, even if 

there is currently an available link between Ri and Rj. Such issues with DTBR are 

overcome in OS-Multicast by keeping LM the same along the tree. 
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jle 3.1: Simulation Parameters Without Node Mobi 
Parameter 

Number of nodes 
Area size 
Topology 

Number of multicast sources 
Number of multicast receivers 

Bundle size 
Data rate 

Bundle retransmission timer 
MAC layer protocol 
Transmission range 

Value 

25 
1000m x 1000m 

5x5 grid 
1 
4 

512 bytes 
1 bundle/ 2seconds 

5 seconds 
802.11 
250m 

ity 

However, OS-Multicast has the obvious disadvantage that it introduces much more 

redundant traffic into the network than DTBR. The performance of OS-Multicast 

will deteriorate when the traffic rate at the source is high, since redundant copies of 

delivered bundles will consume scarce wireless bandwidth. 

3.1.4 Performance Comparisons 

Performance Metrics 

To evaluate the performance of different multicast strategies, we implement the ideas 

of U-Multicast, ST-Multicast, DT-Multicast (including DTBR and OS-multicast) in 

the ns2 simulator [4]. 

Results Without Node Mobility & Under Low Traffic Rate 

The first set of simulations is conducted under the condition of a low data rate (1 

bundle per 2 seconds) at the multicast source and no node mobility. The purpose is to 

have a general overview about the performance of different multicast approaches. The 

experiments are conducted by varying the inter-contact duration (defined in the next 
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paragraph) , the local buffer size within ICN nodes, and the scale of the ICN layer. 

We also apply real-world ICN traces in the simulations. The common parameters 

of these tests are listed in Table 3.1. To emulate the characteristics of disruption 

tolerant networks, we have modified the ns2 simulator to manage the link up/down 

schedules. Different multicast algorithms are implemented in the ICN layer consisting 

of the ICN nodes randomly selected from 25 nodes in total. 

The impact of the inter-contact duration 

In this simulation, each link experiences a randomly generated series of up/down 

periods. The inter-contact duration is the down time between two up time periods. 

For example, if the up time of a link spans [ti, £2], [h, U], and [£5, t6], then [0, £1], 

[£2, £3], and [£4, £5] are the inter-contact durations of this link. In this test, we vary 

the total length of the inter-contact durations of each link from 10% to 90% of the 

overall simulation time. 15 out of 25 nodes are randomly selected to be ICN nodes. 

Each ICN node can keep at most 100 bundles in its local buffer. 

(.) (b) (c) 

Figure 3.6: Simulation results of varying the inter-contact duration. 

Fig 3.6 shows the results. We observe that: i) fewer bundles could be delivered 

to the destinations when the percentage of inter-contact duration becomes larger, 
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i.e., the lack of network connectivity becomes severe; and ii) OS-Multicast achieves 

the best message delivery ratio because of its dynamic nature plus flooding to uti­

lize almost all the opportunistic links to push data closer to the destinations. Fig 

3.3(b) depicts the average end-to-end delay performance. Both U-Multicast and ST-

Multicast perform worse than two DT-Multicast approaches, because they lack the 

flexibility to dynamically maintain the multicast structure. OS-Multicast achieves the 

smallest delay. However, OS-Multicast has the worst efficiency when the percentage 

of inter-contact duration is small as shown in Fig 3.3(c). Because each intermedi­

ate node in the multicast structure of OS-Multicast has the whole list of receivers, 

multiple copies of the same bundle may be delivered when the network remains well 

connected. But, as the percentage of inter-contact duration becomes very small, the 

efficiency of OS-Multicast will benefit from its capability to deliver more bundles than 

the other three algorithms. 

The impact of local buffer size 

The size of local storage within each ICN node affects the performance of different 

multicast approaches. If the size is too small, some bundles have to be discarded due 

to buffer overflow. Those bundles then immediately lose the chance to be forwarded 

even when some opportunistic links would be available in the near future. 

In this simulation, we fix the percentage of the inter-contact duration to be 70% 

of the total simulation time and vary the buffer size of each ICN node from holding 

at most 25 bundles to 100 bundles. As shown in Fig 3.7(a), when ICN nodes have 

more local storage, more bundles can be delivered to receivers. The average end-

to-end delay also increases when the size of local storage increases. This is because 

with more local storage, some bundles that are dropped in the case of smaller storage 

could be buffered for longer time until they get a chance to be forwarded. Thus, 

some of the delivered bundles may have been held in the network and experience 
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Figure 3.7: Simulation results of varying the local buffer size of each ICN node. 

longer queuing delays before reaching their destinations. Fig 3.7(c) shows that for U-

Multicast, ST-Multicast and DT-Multicast, the message delivery efficiency decreases 

when the buffer size increases, because more traffic is introduced into the networks as 

a result of the retransmissions of more buffered bundles. OS-Multicast has the best 

message delivery ratio and the smallest delays but the worst efficiency. 

The impact of the percentage of ICN nodes 

We are also interested in the impact of the scale of the ICN layer. As mentioned 

earlier, ICN functionalities are only implemented in those nodes that form the ICN 

layer. Our intuition in this experiment is that with more ICN nodes supporting 

multicast, the performance of all algorithms would become better. 

We vary the percentage of the ICN nodes from 20% to 100% of the total nodes 

in the network. The results in Fig 3.8 show that the message delivery ratios of 

all the approaches increase. However, their performances in terms of end-to-end 

delay and efficiency drop with more ICN nodes. By studying the simulation traces, 

we find that when more nodes support ICN functionality, generally more potential 

paths to the receivers are discovered at each intermediate node. This indicates that 
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Figure 3.8: Simulation results of varying the scale of the ICN layer. 

there are larger possibilities for bundles to be forwarded to the destinations. Thus, it 

improves the message delivery ratios of different multicast approaches. However, with 

more ICN nodes, the average lengths of the discovered paths and the average local 

buffer usage of ICN nodes also increase. Therefore, bundles experience longer queuing 

delays. It explains why the average end-to-end delays become larger. Moreover, more 

retransmissions take place as more opportunistic paths are discovered. It incurs more 

redundant traffic and brings down the efficiencies of all the approaches. 

Applying trace data from ICN testbeds 

Previously, we observed that different percentages of link up/down durations affect 

the performances of multicast approaches. In this simulation, we study the impact 

of different link up/down patterns. In our previous simulations, the probability of 

having a short inter-contact duration of a link is as same as that of having a long 

one (i.e., uniformly distributed). However, ICN testbeds/experiments such as PSN 

(Pocket Switch Networks) [47] and DieselNet [11], have reported that the cumulative 

distribution function (CDF) of the inter-contact durations approximately follows a 

power-law distribution. It indicates that in practical cases ICN links are usually 

up for very short periods of time. Based on their observations, we retrieve the link 
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up/down patterns from the trace files of PSN and apply them into our modified ns-2 

simulator to make the inter-contact durations of ICN links follow the same power-law 

distribution. 

<<> 0>) (•) 

Figure 3.9: Simulation results using the PSN trace. 

Fig 3.9 illustrates the results of using the PSN trace. In PSN, wireless devices 

called iMotes are put into the pockets of the conference attendees at IEEE Infocom 

2005. Fig 3.9 shows that all multicast approaches perform much worse in terms of 

message delivery ratio and end-to-end delays than those shown in Fig 3.7. With the 

power-law distributed inter-contact durations, it becomes more difficult to deliver 

bundles when links are repeatedly down for a long period of time. In addition, 

bundles have to be buffered in the intermediate nodes for longer time to be successfully 

delivered. 

From all these simulations we can conclude that: i) DT-Multicast methods should 

be applied for supporting one-to-many data communication in ICN environments. 

They perform better than U-Multicast and ST-Multicast, especially when the net­

working links experience longer inter-contact durations; and ii) Comparing to DTBR, 

OS-Multicast make a trade-off between the message delivery ratio and efficiency. The 
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Table 3.2: Simulation Parameters With Node Mobility 
Parameter 

Number of nodes 
Area size 

Initial Topology 
Number of multicast sources 

Number of multicast receivers 
Bundle size 
Data rate 

Bundle retransmission timer 
MAC layer protocol 
Transmission range 

Value 

25 (all are ICN nodes) 
2000m x 2000m 

Uniformly randomly distributed 
1 
4 

512 bytes 
0.5 ~ lObundle/seconds 

5 seconds 
802.11 
250m 

next section will show that DTBR and OS-Multicast are appropriate for different 

ICN scenarios. 

Results With Node Mobility & Under High Traffic Rate 

In practice, ICN nodes like vehicles may move in the network areas rather than being 

stationary. In this simulation, we apply the mobility patterns retrieved from the 

ZebraNet trace [89], which records the location information of a group of zebras in 

Kenya and is regarded as another widely utilized mobility model for studying ICNs. 

Table II lists the simulation parameters. In this test, all the nodes are configured 

as ICN nodes and we vary the source traffic rate from 1 bundle per 2 seconds to 10 

bundles per second, which is a relatively high traffic rate compared to that in the 

previous set of simulations. The simulation length is 3,000 seconds and the source 

only generates bundles during the first 1,000 seconds. 

Fig 3.10 shows the results. Not surprisingly, U-Multicast and ST-Multicast de­

liver very few bundles to the receivers as nodes move, compared to DT-Multicast 

approaches. Neither can adapt well to the frequent topology variations caused by 

high node mobility. We also observe that when the traffic rate at the source is high 
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Figure 3.10: Simulation results of varying the source traffic rate with mobile nodes. 

(> 5 bundles/second), DTBR outperforms OS-Multicast in all the metrics including 

the message delivery ratio, efficiency and average end-to-end delays. This is because 

in OS-Multicast each intermediate node will generate a large amount of redundant 

traffic to cover all the receivers under high traffic load. They compete with those 

freshly received bundles for the limited capacity of wireless links to be forwarded 

to the next hops in the multicast tree. Therefore, fresh bundles have few chances 

to be forwarded and suffer long queuing delays. This worsens the performance of 

OS-Multicast. However, when the traffic load is small, the redundancy introduced 

by OS-Multicast improves its bundle delivery performance because a bundle is con­

sidered as delivered when one of its copies reaches each destination. Based on our 

results, we recommend that system designers select DTBR when the source traffic 

rate is high to get the best multicast performance. 

Other Results 

We also investigate the performances of the ICN multicast strategies in the other two 

cases: stationary nodes with high source traffic rate and mobile nodes with low source 
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traffic rate. The results are shown in Fig. 3.11 and Fig. 3.12 respectively. Both use 

the same simulation setup as listed in Table II. 
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Figure 3.11: Simulation results of varying the source traffic rate with stationary nodes. 
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Figure 3.12: Simulation results of varying the maximum moving speed of ICN nodes. 

From Fig. 3.11, we get the similar observations as that discussed in Section B: 

the performance of OS-Multicast drops when the source traffic rate is relatively high. 

In Fig. 12, we fix the source traffic rate as 1 bundle/2 second but vary the maximum 
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moving speed of ICN nodes from lOm/s to 40m/s. Fig. 3.12 shows that: i) the 

increase of node mobility can help DT-Multicast schemes deliver more bundles to the 

receivers faster, because it improves the chances of encountering a receiver for each 

ICN node and reduces the queuing delays; but ii) when the node mobility is high, it 

may worsen the message delivery ratio of DT-Multicast schemes because links in the 

discovered multicast structure can be more easily broken. How can take advantage 

of node mobility to assist multicast routing is out of the scope of this paper. Some 

related discussions about this issue can be found in [58, 99]. 

3.1.5 Discussion 

In this study, we have discussed several multicast strategies including U-Multicast, 

ST-Multicast, and DT-Multicast that are applicable to disruption tolerant networks. 

We focus on studying two DT-Multicast routing schemes: DTBR and OS-Multicast, 

which are able to dynamically adjust the multicast structure in a hop-by-hop man­

ner according to the current network conditions. Performance comparisons among 

these multicast methods are then done by simulations. Our results show that: i) 

DT-Multicast approaches significantly outperform ST-Multicast and U-Multicast for 

ICNs, especially when networking links are only up for very short periods of time and 

nodes may move fast. In most cases, DT-Multicast can achieve the best message de­

livery ratio with the smallest delays, ii) The performances of ICN multicast routing 

schemes are sensitive to some network configuration parameters, such as the number 

of ICN nodes within the networks and the local storage size inside each ICN node. 

In general, we recommend a system designer deploy more ICN nodes with larger 

buffer to achieve better message delivery ratio. However, there is a trade-off between 

the performance enhancements and the costs of implementation, deployment, and 

resources. Hi) DTBR and OS-Multicast have different advantages. The fundamental 
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design purpose of OS-Multicast is to improve the multicast reliability and the utiliza­

tion of opportunistic links by introducing more redundancy. The performance gain in 

terms of message delivery ratio achieved by OS-Multicast comes from the redundant 

duplicated bundles generated along with the creation of the dynamic multicast struc­

ture. Thus, OS-Multicast is more appropriate when the traffic load is small. When 

the traffic load becomes high, DTBR performs better in terms of the message delivery 

efficiency. 
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3.2 Mobile Data Collection in WSNs 

3.2.1 Introduction 

Wireless Sensor Networks (WSN) consisting of thousands or hundreds of sensors which 

are able to sense environment data, communicate data by integrated low-power radios, 

and process the collected data are envisioned to be the building component in many 

systems. They are expected to be the underlying platform for a broad range of event 

surveillance applications, such as habitat monitoring [27], civil infrastructure health 

control [35], health and medical care, and etc. 

Sensor networks are event(query)-driven systems. There are multiple data collec­

tors called "data sinks" (or sinks) subscribing to specific data streams and pull the 

sensed data from the networks. Usually, a sink expresses its interests by broadcasting 

event quries into the whole network. Only those sensors which detect the interested 

phenomenon need to report. Sensors are viewed as the data sourcesto push the ob­

served results back to the sinks, via multi-hop wireless data transmission. In practical 

cases, the sinks could be handheld devices (e.g. PDA) or laptops carried by system 

administrators, who may move around the sensor nets to perform system management 

tasks. For example, Bryan Hodgson, the system manager of Lehigh's CSE depart­

ment, used to deploy some sensors to monitor the temperature of two critical servers 

in Lehigh's computing cluster to avoid system crash. When the temperature is over 

certain threshold, Bryan should be notified while he is walking around the building 

and working on some administrative tasks. 

In many other cases, such as the first responder systems [30, 34], there exist 

practical requirements for the underlying sensor networks to support multiple mobile 

sinks. In the first responder systems, when a disaster such as the leakage of poisonous 

chemical gas in the city suddenly happens, a team of emergency rescue experts must 

54 



3. Dynamic Multicast in WASNs 

rush to the scene to do the damage control and protect the safety of people. Wireless 

sensor networks could be deployed to monitor the health conditions of victims or 

certain ingredient in the air. Those critical medical data and environment information 

must be relayed to the first responders in time, who are moving around the area 

to help each victim. The one-to-many or many-to-many data communication from 

stationary sensors to a group of mobile sinks is defined as mobile data collection or 

mobile multicast in WSNs. 

In the mobile data collection problem, the moving sinks first advertise their in­

terests (event queries) to all sensors. For example, sinks may concern about a spa-

tiotemporal event of whether the temperature exceed 110 degree in certain area from 

9am to 5pm. Sensors detect that event will report their observations to the mobile 

sinks, until either the event is over, or the lifetime of the query is expired, or a new 

query is received to replace the old one. To simplify our algorithm design without 

losing the correctness, we assume that multiple sinks are interested in the same type 

of events in the sensor nets. 

In this study, we propose Track and Transmit (TNT) which is able to effectively 

track the movement of mobile sinks and efficiently deliver the data from the sensor nets 

to the mobile sinks. We also propose Priced Track and Transmit (PTNT) to utilize 

better (shorter) data forwarding path than TNT. Both approaches are distributed 

methods and easy to be implemented. They only require each sensor in the networks 

to forward data based on its own view of the sink's movement. Moreover, TNT 

and PTNT can significantly suppress the control overheads of querying a sensor net 

compare to another existing mobile multicast approach VLM2 (Very Lightweight 

Mobile Multicast), as well as achieve better delivery ratio and acceptable transmission 

delays. 
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3.2.2 TNT: Track and Transmit 

System Overview 

We view a wireless sensor network as a distributed system consisting of lots of ad hoc 

deployed sensors. Each sensor is equipped with the same type of short-range radio, 

using the same wireless channel. The link between any pair of connected sensors is 

bidirectional, i.e., the neighboring nodes can communicate with each other. We also 

assume that each individual sensor has exactly the same capabilities and function­

alities. There isn't any special sensor with more data processing capability or more 

powerful antenna in our system. That means, TNT and PTNT do not require any 

central points or cluster headers. The whole network is constructed as a flat structure 

and no hierarchy is needed. The data sinks are handheld devices equipped with the 

same radio as wireless sensors. They are carried by humans (administrators or first 

responders) to query and collect the event observations from the sensor nets. Ex­

cept the moveable sinks, regular sensors won't change their positions after the initial 

deployment. The overall sensor nets are well synchronized by time synchronization 

approaches such as TPSN [42] or FTSP [64]. And we also assume the network is 

always connected. 

Sensors which detect an event that matches sink's queries will send an event 

report to the mobile sink. These nodes are named as active sensor in this study. A 

simple scenario of mobile multicast is depicted in Fig. 3.13. To make our further 

investigation simple and clear, we study the performances of TNT and PTNT using 

WSNs with gird topology. 

Tracking a Mobile Sink 

The task of tracking a mobile sink needs the collaborations of the whole sensor net­

works. The basic idea of TNT is based on a fact of that a moving sink will not 
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Figure 3.13: An example of mobile multicast. 

just jump from one position to another but moves continuously and leaves a trace of 

its movement in the networks. If we view the whole sensor nets as a time-variable 

system, the beacons periodically broadcasted by the sink will stamp its movement 

trace in the networks. For example, node A receives a beacon at time t\ and node B 

receives another beacon at time ti from the same sink. It implies that during time 

period [ii,^], the sink somehow moves from A's neighborhood to B's neighborhood. 

In TNT, we require each sensor to set up a beacon timer, which is synchronized 

with the beacon frequency of the mobile sink. Each sensor also maintains a tracking 

counter, which value is adjusted by its internal beacon timer as the followings: 

• When a mobile sink moving around the networks, it does not flood beacons 

throughout the whole networks but only broadcasts beacons to its current neigh­

bors. A node which receives a new beacon will increase the value of its tracking 

counter by 1 and resets its beacon timer; 

• If the beacon timer got expired and a node does not receive any beacon message, 

the tracking counter will be decreased by 1. Also, this node will reset the beacon 

timer for the next period; 
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Figure 3.14: An example of how to record mobile sink's movement trace by using the 
tracking counter information. 

The first beacon of a mobile sink will always be flooded throughout the network, 

to get the beacon timer of each node synchronized. 

By making each node maintain the tracking counter information, we transfer the 

whole sensor nets into a large database, in which the movement history of a mobile 

sink is recorded. Fig. 3.14. shows an example of how the tracking counters work a 

for 5 x 5 grid network. 
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In Fig. 3.14, a mobile sink moves through the network from right to left, at a 

fixed speed. We assume that the initial value of the tracking counter is 10. Cases (a) 

to (f) illustrate the variations of the tracking counter in this scenario, caused by the 

movement of the sink. Basically, nodes in row 1 and row 2 will increase their tracking 

counters when the sink moves around and decrease them when the sink is moving 

away. Fig. 3.15 shows the details of case (d). 

Tracking Counter Value Contour of the Tracking Counters 

Figure 3.15: Details of tracking counters for case (d). 

It is obvious that: i) the existence of a mobile sink will cause an increasing trend 

of the tracking counters, which incurs a peak as shown in Fig.3. This gives us a way 

to locate the mobile sink by searching along the increasing directions of the tracking 

counters; and ii) Tracking counters in the networks vary continuously along the time 

line. If we carefully observe the variations of tracking counters step by step, there 

won't be a peak suddenly occur in one place and then jump to another at the next 

time. It implies that the moving sink is traceable since its movement is continuous. 

With these facts in mind, a heuristic data forwarding strategy could be designed to 

chase the moving sink by looking for the peaks of tracking counters. 
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Data Forwarding Strategy 

In the design of TNT, an identical sequence number is associated with each beacon 

message sent from the mobile sink to distinguish how fresh a beacon is. TNT does not 

require each sensor keep the records of all its received beacons but only the freshest 

one that it receives, i.e., the last time when it encounters the moving sink. Then the 

sensor's observations can be forwarded in the following way. 

Assume node A detects an event that matches the sink's query. Node A then 

broadcasts its observations to the neighbors along with the following information: 

the value of ^4's current tracking counter, the sequence number of the latest beacon 

it received, and the receiving time of that beacon. When node B, one of node A's 

one-hop-away neighbors, receives the data packet, it will decide whether it's going to 

forward the packet or not. Table 3.3 describes the details of the forwarding heuristics 

- in TNT. 

Table 3.3: Routing Strategy of TNT 
Case 

1 
2 
3 
4 

Tracking Counter 

B> A 
B <=A 
B <=A 
B <=A 

Beacon SN 

B> A 
B = A 
B <A 

Receiving Time 

B<A 

Forward or Not 

Yes 
Yes 
Yes 
No 

Recall that in TNT each node makes the forwarding decision based on its current 

knowledge of the sink's movement. Case 1 in table 3.3 represents that, if node B has 

a bigger tracking counter than A, then in history the mobile sink used to stay longer 

around B than A. Thus, B forwards A's packet. In case 2, if node A has a bigger 

tracking counter but the latest beacon received by B is fresher than A, then B also 

forwards ^4's packet. That could be the case in which the mobile sink is moving away 

from A to B, like the sink is moving toward node (1, 3) from node (1, 4) in Fig. 

3.15 (b). Case 3 tells that if B used to be nearer to the mobile sink than A (since B 
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received the same beacon earlier), then B forwards Ays data. In other cases, B will 

drop the data packet from A. 

Following these heuristics, Fig. 3.16 shows how TNT forwards the observations 

from node (4, 4) to the current position of the moving sink. TNT can effectively track 

the sink's movement and successfully route the data to the mobile sink. 
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Figure 3.16: An example of data transmission from the sensors to the mobile data 
sink 

3.2.3 Priced TNT: An Improvement of TNT 

Issues of TNT 

The basic idea of TNT is to transmit sensor's reports along the sink's historical 

movement trace recorded by the sensor networks. Compared to VLM2 (introduced 

in Chapter 2), an existing mobile multicast approach for WSN, TNT dramatically 

suppresses the control overheads of tracking mobile sinks, because TNT does not need 
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to flood each beacon throughout the whole networks. The beacons are only required 

to be transmitted to the current neighborhoods of the moving sink. 

However, TNT suffers longer transmission delays than VLM2, because VLM2 

always selects the current shortest paths in the networks. There are also some cases 

in which TNT does not perform efficiently due to the special movement patterns of 

the sink. 

• The inaccurate peak issue: in TNT, the event reports would be forwarded along 

the direction where the values of sensor's tracking counter become larger and 

larger. This reason is that TNT tries to assign more positive values to the 

current neighbors of the mobile sink while punishing those sensors that do not 

detect the existence of the sink. However, this greedy strategy may mislead 

the data forwarding into a wrong direction. An example is shown in Fig. 3.17. 

The dot line shows the movement path of a mobile sink. After moving around 

position A for a while, the sink moves across the sensor nets to a new position 

B. This will leave a tracking counter peak around node (0, 0), (0, 1), (1, 0) and 

(1, 1), but in fact the sink is now near to node (4, 4), which currently has a 

smaller tracking counter. Suppose node (2, 2) observes an event and has some 

data to be sent to the sink. By TNT, some data will be forwarded along the 

dash line, which follows the movement trace of the sink but is obviously not the 

best path represented by the real, arrowed line. 

• The U-shape trace issue: TNT tries to record and follow the movement trace 

of a mobile sink. That incurs another issue of the routing efficiency: what if a 

sink moves along a U-shape trace around the sensor nets. For example in Fig. 

3.18, the mobile sink moves from position A to B. By TNT, the data of node (2, 

2) would be forwarded using the dash line, which is 11-hops long (node (1, 2) 

forwards the data because it matches the case 3 in 3.3). But it is obvious that 
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Figure 3.17: An example of the inaccurate peak issue of TNT 

the optimal path to relay the data is to follow the solid arrowed line, which is 

only 3-hops long. In this special case, TNT won't be make node (3, 2) forward 

the data because its tracking counter keeps decreasing when the sink moves. 

VLM2 does not have those issues since it keeps updating the distance from each 

sensor to the mobile sink. We then combine the benefits of both TNT and VLM2 and 

propose Priced Track and Transmit (PTNT) to improve the performance of TNT. 

The Idea of PTNT 

PTNT puts more control information to find better and shorter data forwarding 

path than TNT. It uses the hop count information as the forwarding price for each 

sensor node. The forwarding prices are dynamically changed according to the current 

position of a mobile sink. 

Unlike TNT that only floods the first beacon to get all the sensors synchronized, 

PTNT requires that the mobile sink periodically floods an update beacon throughout 
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Figure 3.18: An example of the U-shape trace issue of TNT 

the whole networks. For example, an update beacon is flooded every ten regular 

beacons. This special beacon is utilized to refresh the hop counts from sensors to the 

mobile sink, with the same functionality of beacons in VLM2. Each sensor then takes 

the current hop count information as the forwarding price to further control its data 

forwarding behavior. 

Besides the tracking counter, the sequence number and receiving time of the latest 

received beacon, and the hop count information, PTNT also requires that each node 

maintains a detected flag. The flag detected is set as 1 when a node just receives a 

beacon before its current tracking timer is expired. Otherwise, the flag detected is 0. 

The improved forwarding strategy of PTNT is shown in table 3.4. 

When node B receives a data packet from node A, if Z?'s detected flag is 1, i.e., 

the sink is currently one-hop away from node B, then node B will forward the packet 

at once. Otherwise, node B is going to compare its tracking counter to node A, with 

the consideration of the forwarding prices. Case 2 and 4 tells that whenever node B 

has a cheaper forwarding price, node B will forward the packet even if it may have 
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Case 

1 
2 
3 
4 
5 
6 
7 
8 

Table 2>A 
Detected 

detected= 1 
detected= 0 
detected= 0 
detected= 0 
detected= 0 
detected^ 0 
detected= 0 
detected= 0 

: Improvec 
Tracking 

Count 

B> A 
B> A 
B<A 
B<A 
B <A 
B<A 
B <A 

Routing Strategy 
Hop 

Count 

B<A 
B>A 
B<A 
B>A 
B>A 
B>A 
B>A 

Beacon 
SN 

B> A 
B = A 
B = A 
B <A 

in PTNT 
Receiving 

Time 

B < A 
B>A 

Forward 
or Not 

Yes 
Yes 
No 
Yes 
Yes 
Yes 
No 
No 

a smaller tracking counter. Case 5 and 6 represents the special cases in which node 

B has worse tracking counter and longer distance to the sink than node A, but with 

fresher beacon information. In PTNT, node B will forward the packet because the 

sink may just move around node B yet a new update beacon has not been flooded to 

A. Whenever the tracking counters become unavailable or inaccurate due to certain 

reasons, PTNT will follow the current forwarding price to transmit data. Thus, at 

least PTNT acts similar as VLM2. This is verified by our simulation results presented 

in the next section. By applying the idea of PTNT, the inefficient data forwarding 

issues of TNT could be solved. The pseudo code of PTNT is depicted in Fig. 3.19. 

PTNT improves the data forwarding efficiency by using the hop count information 

to filter the selected forwarding paths. Clearly, if the update beacons are flooded more 

frequently, the distance information to the mobile sink would become more accurate. 

An extreme case is that, the sink broadcasts every beacon message throughout the 

networks and keeps updating the hop counts in real-time. This is exactly how VLM2 

works. Theoretically, it can achieve the best forwarding efficiency since the data will 

be transmitted using the shortest path. However, too much flooding will waste a 

lot of broadcast energy and bandwidth, which are valuable resources for WSNs. By 

adjusting the frequency of flooding the update beacons, PTNT is able to make a good 
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ForwardPackets (packet) 

{ 
if(this.up=l){ 

ResetHeader(packet,this); 
return true; 

} 
if( this.trackcount > packet.header.trackcount 

and this.hopcount < packet.header.hopcount){ 
ResetHeader(packet,this); 
return true; 

} 
if (this.trackcount <= packet.header.trackcount 

and this.hopcount < packet.header.hopcount){ 
ResetHeader(packet,this); 
return true; 

} 
if (this.trackcount <= packet.header.trackcount 

and this.hopcount >= packet.header.hopcount){ 
if (this.beaconSN > packet.header.beaconSN){ 

ResetHeader(packet,this); 
return true; 

} 
if (this.beaconSN = packet.header.beaconSN 

and this.recvTime < packet.header.recvTime){ 
ResetHeader(packet,this); 
return true; 

} 
} 
return false; 

ResetHeader (packet, s) 
{ 

packet.header.trackcount = this.trackcount; 
packet.header.hopcount = this.hopcount; 
packet.header.beaconSN = this.beaconSN; 
packet.header.recvTime = this.recvTime; 

Figure 3.19: Pseudo codes of PTNT 

trade-off between the data forwarding efficiency and the system resource usage. 
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3.2.4 Mobile Multicast Using TNT/PTNT 

The above sections introduce the ideas of TNT and PTNT about how to track and 

transmit the event reports to a single mobile sink. These ideas can be easily extended 

for the one-to-many and many-to-many data communication of mobile multicast. 

Consider a group of mobile sinks collecting data from a sensor network. Each sink 

will announce its interests of events that may happen in the networks, by broadcasting 

a query to all the sensors. Sinks have the same interests will register in the same group. 

We assume each mobile sink already know the group it belongs to. For instance, two 

first responders may have the same concern about the heart beat rates of patients in 

a large area. Both of them want to be notified when a patient's heart beat becomes 

abnormal. They both know that they need to subscribe to the mobile multicast 

service of the patient's heart beat reports, from their tasks. In a simple word, the 

mobile sinks will join or leave a group explicitly, by putting its ID and the group ID 

with the queries. 

After receiving the queries, each sensor will maintain a service table containing 

group information and assign a tracking counter to each sink. The data sources (active 

sensors) subscribe to the mobile multicast group in an implicit way, by starting to 

send out event reports to that group. When an event happens, active sensors take 

the group ID registered to this event as the destination ID and broadcasts a series 

of event reports out. Each node receives the data will dynamically decide whether 

to forward the report or not based on its current knowledge of the sink's movement 

trace. If not, the data will be discarded. Eventually, the data arrives at those mobile 

sinks which intend to receive the associated events. When the interested event is over 

or the lifetime of sink's query is expired, the data sources will leave the multicast 

group and the mobile multicast session will be over automatically. 
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3.2.5 Performance Evaluation 

Simulation Results 

To evaluate the performance of TNT, PTNT and VLM2 in this study, we implement 

them in GloMoSim [2] network simulator. Our performance metrics include i) data 

delivery ratio, which is defined as the unique event reports successfully arrive at 

the mobile sink over the total reports generated at the sources; ii) mobile multicast 

efficiency, which include two sub-metrics: control overhead ratio and control bytes 

ratio. The former is the ratio between the total number of beacons sent by the mobile 

sink and the total number of all the packets generated during the period of one mobile 

multicast session. The latter is the ratio between the total bytes of control messages 

including the size of beacons and the sizes of control headers of event reports and 

the total bytes of the payloads of event reports; and Hi) average transmission delay, 

which is the average of the source-to-sink delays for all the sensor's observations. 

All simulations have 51 nodes deployed in a 400x400 area: 2 mobile sinks plus 49 

stationary sensors. The topology is a grid network built up in a flat structure. All 

the sensors have implemented the same functionalities. To represent the movement 

of human (like system administrators or first responders), we set moving speed of the 

sinks to be between lm/s and 6m/s (13mph). Each sink has the same radio as the 

sensor nodes. And the transmission range is set to be 50 meters. 

We simulated four scenarios with different movement patterns of the mobile sinks: 

non-movement, round-robin movement, back-and-forth movement, and random way-

point movement, shown in Fig. 3.20. In each scenario, two mobile sinks move into the 

sensor nets from (0, 0) and (6, 6) respectively. Both sinks are registered in the same 

mobile multicast group and broadcast one beacon per second. Node (2, 5) and (5, 4) 

are selected as the data sources. The data generating rate is 2 reports per second. For 

PTNT, we vary its flooding frequency of update beacons from once per 300 normal 
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(a) non-movement (b) round-robin movement (c) back-and-forth movement (<l) random-w'aypoint movement 

# active sensor ^ mobile sink * »• • • «• movement path 

Figure 3.20: Simulation scenarios: different movement patterns of mobile sinks 

beacons to once per each beacon. The total simulation time is 300 seconds. 

We first illustrate the results of the random waypoint scenario which represents 

the most general case of mobile multicast in WSN. The other three scenarios are 

special movement patterns and will be discussed later. In random waypoint scenario, 

the mobile sinks randomly pick up and move to a destination in the networks. After 

reaching the destination, sinks may stay a random period of time before it moves to 

a new place. To eliminate the impacts of different random movement paths, we run 

simulations 10 times with 10 different sets of waypoints. The final results are the 

average and are shown in Fig. 9. 

In Fig. 3.21(a), it's easy to tell that the data delivery ratios of TNT and PTNT are 

slightly better than VLM2. The reason is that both TNT and PTNT only selectively 

flood beacons into the networks, rather than flooding each control message by VLM2. 

Thus, TNT and PTNT reduce the occurrences of contentions. The high delivery ratios 

of these two approaches also prove that they are able to effectively track the movement 

of mobile sinks and forward the data. 

Fig. 3.21(b) depicts the average data transmission delay of three approaches. 

VLM2 has the best performance because it always tries to transmit data along the 
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Figure 3.21: Simulation results of the random waypoint scenario 

shortest paths. TNT suffers from larger end-to-end delays due to the routing efficiency 

issues discussed in section 4. 

However, PTNT shows the capability of adjusting its performance based on differ­

ent configurations of the update beacon frequency. It achieves the same performance 

as VLM2 when it floods all the beacons. When update beacons are generated and 
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broadcasted infrequently, the distance information in each node may be outdated 

and it has to depend on the tracking counter to decide the data forwarding behav­

iors. Thus, its performance degrades as similar as TNT. However, Fig. 3.21(e) shows 

that both TNT and PTNT have much smaller control overhead ratio than VLM2. 

Although TNT will make more nodes forward data due to its inefficient routing capa­

bility (i.e., TNT may take a longer path since it always follows the movement trace of 

mobile sinks), it only needs to flood the first control beacon. That's why its control 

overhead ratio is so small. For PTNT, by combining the results of Fig. 3.21(c) and 

Fig. 3.21(d), it depicts the nice capability of making a trade-off between the control 

overheads and the data forwarding efficiency. With flooding more update beacons, 

PTNT can find shorter path than TNT. That means the performance of PTNT is 

tuneable. 

We also illustrate the results of control bytes ratio in Fig. 3.21(f). The header 

of VLM2 packets is set to be 16 bytes. We implemented the control header of TNT 

and PTNT as large as 16 bytes and 20 bytes respectively. TNT still has the smallest 

control bytes ratio. And in most cases, PTNT performs better than VLM2. However, 

PTNT has larger control overheads in terms of bytes only when it floods more update 

beacons frequently (e.g., in our simulation flood once per 5 beacons). 

In summary, both TNT and PTNT have better data delivery ratios and smaller 

control overheads than VLM2. TNT has larger end-to-end transmission delays be­

cause it may take longer data forwarding paths. However, the performance of PTNT 

can be tuned by adjusting the flooding frequency of update beacons. We believe that 

the optimal frequency is highly related to the speed of mobile sinks. The faster the 

sinks move, the more frequently the forwarding price of each node should be updated. 
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3.2.6 Analysis of Existing Mobile Data Collection Approaches 

Review of the Existing Approaches 

In past, several approaches have been proposed to provide the data communication 

service of using mobile data sinks to collect event reports from stationary sensors. 

In general, we divide them into two categories: back-bone based approach and flat 

approaches according to their routing structure. In the first category, a virtual overlay 

called routing back-bone is constructed upon the original networks. The shape of the 

backbone is either a grid or a tree according to different protocol designs. Event 

queries from mobile sinks and event reports from sensors are all forwarded alone 

the back-bone before they can be eventually delivered to the destinations. The flat 

mobile data collection approaches do not have a virtual routing overlay set up in the 

networks. They view the deployed sensors as a big flat graph. Routing is decided 

in pure ad hoc way, i.e., each sensor has the same functionality to make the routing 

decision. Our proposed TNT/PTNT approaches belong to this category. The features 

of the existing mobile data collection approaches are discussed in Table 3.5 and Table 

3.6. 

Analysis of Simplified Approaches Based on the characteristics of the exist­

ing mobile data collection approaches, we give two simplified versions of them, i) 

Simplified Flat approach, which always floods the event queries from the mobile sink 

to the overall networks and always deliver event reports to the mobile sink using the 

shortest path routing algorithm, ii) Simplified Grid-backbone-based approach, which 

divides the entire networks into several sub grids and have all the grid leaders form 

the virtual backbone. Sink only needs to broadcast the event queries to the leader of 

the grid it is currently located in. And the grid leader will further forward the query 

to the sensors along the backbone. Event reports are then forwarded in the reversely 

using the shortest path routing algorithm. 
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Table 3.5: Backbone-based Mobile Data Collection Approaches 

Assumptions 
Position Info 
Source: Sink 

Structure 

Routing 

Tracking 

Backbone-based Approaches 
TTDD[95] SEAD[55] COMB-NEEDLE[61] CODE[93] 

Stationary sensors and Mobile sink 
Yes 
1:M 
Grid 

Backbone 
Reverse 
Shortest 

Path 
Mobile IP 

like 
approach 

Yes 
1:M 
Tree 

Backbone 
Geographic 
Forwarding 

Mobile IP 
like 

approach 

No 
M:l 

Comb 
Backbone 
Controlled 
Flooding 

Using COMB 
that moves 
along with 
mobile sink 

Yes 
1:M 
Grid 

Backbone 
Geographic 
Forwarding 

Mobile IP 
like 

approach 

Table 3.6: Flat Mobile Data Collection Approaches 

Assumptions 
Position Info 
Source: Sink 

Structure 

Routing 

Tracking 

Flat Approaches 
MobiRoute[54] SAFE[56] DD[79] VLM2[77] 

Stationary sensors and Mobile sink 
No 
M:l 
Flat 

graph 

Yes 
1:M 
Tree 

graph 

No 
1:1 

Flat 

No 
M:l 
Flat 

graph 
Controlled Flooding using different metrics 

Mobile IP 
like 

approach 

Dynamic Tree 
constructed along 

with the 
mobile sink 

Gradient set 
up by 

controlled 
flooding 

Hop count 
set up 

by controlled 
flooding 
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To simplified our analysis we assume that: 

• the overall networks are a N x N grid, i.e., in total there are iV2 number of 

sensors; 

• the size of each sub grid is a x a; 

• let M represent the scale of sub grids, and M = ^; 

• the distance and communication range of each sensor is 1 unit distance; 

• there is one mobile data sink moving within the networks with the average speed 

of V unit distance per second; 

• there is one data source located at the coordinator (iV — 1, iV — 1); 

• the sink broadcasts event queries at the frequency of fq number of query packets 

per second. The size of each query packet is Sq bytes; 

• the data generation rate at the source is fd number of data packets per second. 

The size of each data packet is Sd bytes; 

Then we have: 

Theroeml: When M > 1, using the Simplified Grid-backbone-based approach 

generates smaller expected traffic of event queries per second than the Simplified Flat 

approach. 

Proof: 

The expected traffic of event queries generated using the Simplified flat approach 

in one second can be calculated as: 

E(CqFlat) = U x N2 
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And that using the Simplified Grid-backbone based approach can be calculated 

as: 

F(C )-f ,-An* l 2iV-2a+--- + Mx(2iV-2q-(M-l)q) 
^(^qBackbone) — /<? X [a H 7T^ T (2tt — l)\ 

2N 
E{CqBackbone) = /9

 X (« + a + — 2) 

Thus: 

E{CqFiat)__ _ N2 _ 1 3(iV - l)(iV - 2) - 3a(a - 1) + IN 
E(CqBackbone) a

2 + a + *f - 2) 3a2 + 3a + 2JV - 6 

Clearly when a < N - 1 <(=> M > l,Fr5
C"F'at) , > 1 because iV >0. • 

Theroem2: When M > 3, using the simplified Grid-backbone-based approach 

generates smaller expected traffic of event reports per second than the Simplified Flat 

approach. 

Proof: 

The expected traffic of event reports generated using the Simplified flat approach 

in one second can be calculated as: 

(2JV-2) + 2x(2iV-2) + --- + iVx(2iV-2) 
b{^dFlat) = JdX [ -Tp h V\ 

E{CdFlat) = fd x [N + V - i] 

And that of using the Simplified Grid-backbone based approach can be calculated 

as: 

Fir )-fx\(2a 2) l (2iV - 2a) + • • • + M(2iV - 2a) a2 - 1 

a2 2iV 
E{CdBackbone) = U x [3a + — = — - 2 + V] 

Therefore: 

_,_ , _,_ , , iV2 + 6JV - 9aiV - a2 , M2 - 3M -1 
^V^dFlat) — ^[.t'dBackbone) = JdX T7r > JdX TTj^ 

Clearly, the above equation is greater than 0 when M > 3. • 
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3.2.7 Discussion 

In this study, we propose the idea of TNT and PTNT, which are lightweight ap­

proaches for supporting mobile data collection in WSNs. TNT effectively tracks the 

moving sinks by requiring sensor networks to collaboratively record the sinks' move­

ment traces. The event reports from sensors are then forwarded along the discovered 

traces. PTNT improves the data forwarding efficiency of TNT by taking advan­

tage of the shortest path information from sensors to mobile sinks as the forwarding 

price. Simulations show that both TNT and PTNT are able to suppress the control 

overheads and achieve better data delivery ratio and acceptable message transmis­

sion delays, as compared to VLM2. Moreover, PTNT is capable of making a trade-off 

between the data forwarding efficiency and the average message delivery delay by con­

trolling how frequent the beacon messages are flooded in the overall networks. When 

every beacon is flooded, PTNT will always select the shortest path with achieving 

the smallest delay but the worst efficiency. 
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4. Time Synchronization in WASNs 

4.1 DTP: Double-pairwise Time Protocol for Dis­

ruption Tolerant Networks 

4.1.1 Introduction 

Recent research on Intermittently Connected Networks (ICNs) [36, 49, 39, 40, 100, 

19], addresses challenges of handling data communications in wireless networks where 

continuous end-to-end connectivity can not be guaranteed. Planned or unplanned link 

disconnections in communication environments of ICNs may result in frequent net­

work partitions. Such challenges are caused by high node mobility, low network den­

sity, scheduled node unavailability, or unexpected infrastructure disruptions. These 

challenges may happen in different ICN scenarios, for instance, the sparse mobile ad 

hoc networks, the interplanetary networks and etc. ICN technologies are viewed as 

building components to support a broad range of applications such as military bat­

tlefields [63], deep-space communications [10] and Internet access in rural areas [51]. 

Network time synchronization (NTS) is a critical service for any distributed sys­

tems, including disruption tolerant networks. In general, a computer clock does not 

perfectly follow the Coordinated Universal Time (UTC) due to the inaccurate vi­

bration frequency of its internal oscillator, the significant changes of its surrounding 

environment, or the false configurations of its operating system. The issue of impre­

cise timing becomes severe in distributed systems because different clocks may tick 

at different speeds from the beginning and such differences will deteriorate over time 

and distance [45]. We denote the difference between the reading of a computer clock 

and the UTC as the time error. Thus, the fundamental task of NTS is to keep clocks 

in the same network reporting time with the smallest achievable time errors when 

required, which are ideally zero. 

NTS service has a wide range of applications in ICNs. It helps monitor the 
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availability and durations of ICN links by logging events with accurate time stamps. It 

also helps achieve collaborations by activating distributed components simultaneously. 

Moreover, it helps facilitate network security by providing the synchronized global 

time as a part of the encryption keys [68]. 

The Global Positioning System (GPS) is a hardware solution to providing the 

NTS service. A GPS device must continuously receive time pulses from multiple 

satellites which have expensive cesium oscillators to minimize the time error of the 

satellite host. However, GPS devices do not function well in the indoor environments 

and suffers from performance degradation when there are much rain/snow noises. 

The Network Time Protocol (NTP) [66, 67], as a software approach, is the time­

keeping standard in the Internet. NTP enables synchronization in a peer-to-peer man­

ner between the clients and servers. It establishes a hierarchical architecture to syn­

chronize clocks within an internetworking system with the so-called primary/secondary 

time servers. The clocks of these servers are hereby adjusted by the GPS or other 

trusted time references. NTP is capable of achieving time errors in a range of hundreds 

of milliseconds when the synchronization operations can be conducted continuously 

and frequently. Section IV provides detailed descriptions and performance analysis 

of NTP-Core, which represents the core synchronization message exchange model of 

NTP. 

There is a challenge when directly apply NTP in ICNs: the synchronization op­

erations have to be discontinued when the end-to-end path between the time syn­

chronization peers is broken. When such link disruption happens, the time client 

must rely on the latest measurement results collected from previous synchronization 

operations to adjust its local clock, until it can be reconnected to the time server. 

In some practical scenarios (e.g. the interplanetary networks), it may take hours or 

days to recover the disrupted ICN links. Therefore, it requires that any NTS ap­

proach proposed for ICNs must be able to tolerate the long unavailability of links 
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while achieving the time error as small as possible. 

To address this challenge, we propose DTP (Double-pairwise Time Protocol), 

which is a new software approach to providing the NTS service in ICNs. DTP has 

the following characteristics: i) it achieves approximately half of the time error of 

NTP-Core (discuess in Section 4.1.3), by utilizing a novel message filter to process 

time synchronization messages, ii) DTP is an extension of NTP and it can be directly 

deployed in the current NTP's system architecture. 

4.1.2 System Models 

The Network Model 

ICNs are composed of a set of communication hosts that are capable of transmitting 

messages via the physical links between them in a store-and-forward manner. We 

view ICNs as a time varying graph G(t) — (N,E(t)), where N is the set of nodes 

and E(t) is the set of the current available links at real time t. Let A{ represent the 

ith node. Then N = A0,Ai,..., Ai-i and |JV| = n. A directed link e^ from A{ to 

Aj exists only when Aj is within the communication range of Ai. We assume that 

each ICN node has the same data communication capability. Thus, e^* G E(t) when 

eij G E(t). Cji and e^ are symmetric with the same communication range of R. Note 

that, E(t) varies along time due to the frequent up or down status changes of links 

in ICNs. Among all the nodes, we assume that there is at least one node, A0, has the 

• correct real time. And we denote A0 as the time server in G. Similar network model 

can be found in [51, 100] 

The Clock Model 

Every ICN node has a hardware clock which reads the value from a counter maintained 

by a timing circuit. The heart of this circuit is a quartz oscillator stimulated by 
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the piezoelectric effect. The accuracy of the oscillator is determined by the size, 

thickness, and cutting angle of its internal quartz plate as well as the conditions of 

the surrounding environments, especially the temperature. A standalone computer 

clock over the real time can be typically regarded as a linear function: 

Clocki(t) = Ri xt + toi (4.1) 

where Clocki is the reading of Aj's clock at real time t, Ri is called the clock drift 

which represents how fast Aj's clock deteriorate away from the UTC, and t(a is the 

initial clock offset which stands for the time error of A{ when system starts. Similar 

clock models are also proposed in [66, 20, 82]. 

Thus, Aj's clock can be adjusted correctly if its clock drift and clock offset can be 

accurately measured, . We regard Aj's clock as perfectly following the UTC with Ri 

= 1 and t0i = 0. In general, Ri is within a linear envelope of the UTC: \Ri — 1| < p. 

And the most common value of p of a modern crystal oscillator is between 0 ~ 50ppm 

(part per million) following the Gaussian distribution [1]. 

The Delay Model 

All the NTS approaches conduct synchronization operations by exchanging time mes­

sages between networking nodes to measure their time differences. For transmitting 

a time message from node Ai to Aj with the sending time ts according to Aj's clock 

and the receiving time tr according to Aj's clock, we have: 

tr = Rji xts + t0ji + Dji (4.2) 

where Rjt and tQji are the relative dock drift and relative clock offset between 

these two clocks and Dji is the one-way delays measured by A/s clock. Fig. 4.1 

illustrates this relationship. Note that, when Aj receives the time message at time tr, 

the reading of Aj's clock must be tx. 
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Clock) 

tr 

tOji 

ts tx Clock \ 

Figure 4.1: The relationship of time instances at nodes A{ to Aj when sending a time 
message from Ai to Aj 

In general, the one-way delays in ICNs consist of two major parts: 

• Propagation delay, which is the time spent from sending the message out of A;'s 

network interface to receiving it by Aj's interface. 

• Queuing delay, which is the time spent for the message staying in the buffer and 

waiting for accessing A^s network interface plus the time for Aj to retrieve the 

reading of the message out of its interface. As explained in [37], the queuing 

delay is usually larger than the propagation delay in ICNs and is asymmetric 

over link e^ and link Cji. 

4.1.3 Performance Analysis of NTP-Core 

NTP (the latest version is NTP4) has been the Internet time standard since 1992. 

NTP provides the robust time solutions for adjusting computer clocks in the Internet 

with respect to UTC. Till Aug. 2004, there are over 230 primary time servers and 

10-20 millions clients using NTP around the world [65]. NTP actually includes a set 
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of engineered methods, filters and algorithms of designing accurate hardware clocks, 

providing synchronized network time and supporting secure network authentications. 

In this study, we only discuss part of NTP's methods which are directly related to our 

research about how to estimate the clock drift and offset via exchanging synchroniza­

tion messages between networking nodes. We denote these technologies as NTP-Core. 

The same abstract model of NTP-Core is also discussed in [46, 45, 38, 42]. 

Assume that node Ai and Aj are currently connected in the networks. In NTP-

Core, Aj synchronizes its clock with Ai by exchanging a series of ping-pong messages 

as illustrated in Fig. 4.2. We call the exchange of a pair of ping-pong messages as a 

round of synchronization operations. NTP-Core keeps a sliding window of the latest 

n (n is the size of the window) rounds of message exchanges and picks up the one 

with the smallest round trip time (RTT) to conduct the estimations. This rule is 

called the " minimum filter'" of NTP-Core. 

trl ttV trl trT tri tr3< M 

tsl tsV til tsV tH ts3' fa 

Figure 4.2: NTP-Core requires Aj exchange a series of time probes with Ai and picks 
up the smallest RTT to estimate the relative clock offset. In this figure, the 3rd 
message exchange is selected, assuming the size of the sliding window is 3. 

Assume that the A;th round of the ping-pong messages is chosen, which has the 

smallest RTT = [(trk — tSk) + (t'ak — t'rk)] in the current window. NTP-Core performs 

the following calculations to estimate the relative clock offset and the relative clock 

drift between node Ai and Aj [66, 67]: 
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Jty = S« = 
RTT = (trk - tsk) + (t'sk - t'rk) 

2 2 
(Uk — tsk) — \tsk — trk) 

Rji — 1 

(4.3) 

(4.4) 

(4.5) 

Fig. 4.3 illustrates the fact of these equations: NTP-Core uses a linear function 

which goes through the middle point of the line segment AB with the slope fixed to be 

1 to approximate the real relationship between A^s and A^s clocks. The coordinates 

of time point A and B are (tSk, trk) and (fak,t'rk) respectively, which are collected from 

the measurements carried by the kth. round of message exchange. 

«ji"=i 

'»*' *y 'y' Clock, 

Figure 4.3: NTP's linear approximation of the real time relationship of the time 
instances between Ai and Aj uses a fixed slop equal to 1. 

Based on equation 4.3, it is easy to tell that NTP-Core regards the one-way 

delays as symmetric over contact ey and e^j. This is a sound assumption in the 

Internetworking environments where links are connected with very small error rate. 

However, it is not valid in ICNs because the queuing delay might be asymmetric 

over both directions due to the store-and-forward ICN routing mechanism, i.e., every 
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message must be queued first before it is forwarded to the next hop. Another feature 

of NTP-Core is that, it takes the expected value of the relative clock drift, which is 

1, as the approximation of the real value. This simplifies the calculations but it is 

inappropriate when node Ai and A, operate in different physical environments. Our 

analysis in the following study also shows that fixing the clock drift to be 1 will cause 

larger time error of NTP-Core, when compared to the performance of DTP. 

Based on equation 4.4 and 4.5, A,'s clock can then be adjusted in the following 

way: for any local time reading tx with respect to A/s clock, the corresponding 

estimation is t'y at Ai as depicted in Fig. 4.3. However, the correct real time should 

be ty according to A^s clock. Therefore, the time error achieved using NTP-Core can 

be calculated as: 

tx — toji tx — tQji , A CN 
ErrNTP-Care = ^ 5"^" (4-6) 

1 Hji 

Clearly, as the sliding window of NTP-Core slides, the choice based on the "min­

imum filter" will change if a better measurement with smaller RTT than the current 

one is discovered. Meanwhile, the time error of NTP-Core keeps increasing as the 

estimated linear function keeps deteriorating away from the real one over time. Let 

At be the synchronization interval, i.e. ts^+i) ~ t*sk = tSk — £s(fc-i) = At. By taking 

equation 4.2 into accounts and simplifying equation 4.6, the maximum time error 

achieved by NTP-Core is then simplified as: 

MaxErrNTP-Core = (Rji - 1) X nAt + MNTP-Core (4.7) 

where MNTP-Core is called the residual of NTP's maximum time error and n is 

the size of the sliding window. Also, 

DPp9 + Dping_2R Dping 

MNTP-Core = -* ^ -11— (4-8) 
Zriji 

85 



4. Time Synchronization in WASNs 

where D?™9 and D?°n9 represent the one-way delays of transmitting the ping and 

pong messages respectively. 

From equation 4.7, we can conclude that the maximum time error of NTP-Core 

is a linear function over the synchronization interval. Considering the feature of the 

communication environments of ICNs, synchronization can not be conducted when 

the links between A and Aj are broken. Before the links are recovered, Aj must use 

the latest estimation of Rji and t0ji to adjust its clock and its time error will keep 

increasing according to equation 4.7. In the next section, we propose DTP, which can 

be viewed as an extension of NTP-Core in ICNs, to achieve smaller maximum time 

errors than NTP-Core. 

4.1.4 DTP: Double-pairwise Time Protocol 

The Idea of DTP 

Basically, DTP tries to better estimate the relative clock drift between the client 

and the time server, rather than fixing it to be 1. The idea of DTP is illustrated 

in Fig. 4.4. Like NTP, DTP also performs a series of message exchanges between 

two networking nodes. Rather than exchanging a pair of ping-pong messages, DTP 

exchanges pingping-pongpong messages which are called double-pairwise messages in 

each round of synchronization operations. The two ping messages are transmitted 

back-to-back with a small interval d between their sending time instances, where d 

is a controllable protocol parameter and its impact on the performance of DTP will 

be discussed later. The purpose of sending back-to-back messages is that they can 

be queued very closely in the local buffer of Ai. In this way, they will experience 

the similar queuing delays. The similar ideas of using back-to-back messages are also 

presented in [69, 18, 57] to measure the available network bandwidth. 

To simplify our following analysis without affecting the correctness, we use a 
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pong! 

A; 

Figure 4.4: The basic idea of DTP: exchange back-to-back pingping-pongpong mes­
sages with a controllable protocol parameter d. 

simplified (ideal) version of DTP to study its performance in the rest of this study. 

This simplified DTP is illustrated in Fig. 4.5. We assume that node Aj always sends 

back a pong message immediately after it receives a ping message from Ai. 

rl rl lrl lA Ai 

/in /Pi /[ii-/i*r ,m /Pi 
'si «sl 'si »sl «s2 's2 

PI tm' tm' A: 's2 'si Al 

Figure 4.5: The basic idea of DTP: exchange back-to-back pingping-pongpong mes­
sages with a controllable protocol parameter d 

After sending a ping message at t[l to Aj DTP requires that Ai generates and 

transmits a second ping message at t\l , where t\l — t\l = d. Comparing the one-way 

delays of transmitting the back-to-back ping messages, the delay of the second one 

is slightly larger than that of the first one because it suffers larger queuing delays. 

The second ping message can be sent only after the first one is transmitted out of the 

network interface. We can have the same observations from the two pong messages. 

DTP uses the same sliding window as NTP. However, it uses the most similar 
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filter rather than the minimum filter used by NTP-Core: 

In the sliding window contains n rounds of pingping-pongpong messages, 

• calculate the difference between the one-way delays of the two ping messages: 

r\ping2 _ j^pingl, 

• calculate the difference between the one-way delays of the two pong messages: 

jypong2 _ rypongl. 

• calculate the difference between the above two; 

• from the current window, select the round of pingping-pongpong messages which 

has the smallest result calculated in step 3; 

Also assume that the kth. round is selected after applying the filter to the current 

window. Then, four time points (*M)X4MU4t 4fc)> and (iJMi) can be 

collected from the associated time messages. DTP performs the following estimations: 

i I — ^rfc X \tsk + tsk) - trk X (tsk + takl) 
W- [2] ,[1],,[2], .[1] ^ 

Zsk ~ lsk + tsk' _ tsk' 

2x(*a-*iii) p . — " ~ ^ rk Lrk) (A-\(W 
n3V — [91 (11 [ol HI ^•1UJ 

sk sk ' sk sk 

Fig. 4.6 depicts the fact of these equations: DTP chooses a linear function which 

goes through the two middle points of line segment AB and CD to approximate the 

real time relationship between clocks of A{ and Ay Compare to NTP, DTP does not 

fix the slope of the linear approximation function to be 1 but adjusts it according to 

the latest measurements. We will prove that such dynamic adjustments can better 

approximate the time relationship between two clocks of Ai and Aj. 
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time error 

(sk »sk 'M' * *' o«*« 

Figure 4.6: DTP's linear approximation of the real relationship of the time instances 
between Ai and Aj does not assume a fixed slope as 1. 

Performance Analysis of DTP 

From Fig.4.6, the time error achieved by DTP can be calculated as: 

£x ' tQji' tx tQji 
ErrDTP = Rjit Hji 

(4.11) 

The time error achieved using DTP increase as it keeps using the current selection 

until it selects a better measurement according to the most similar filter. In this case, 

the maximum time error based on the current measurements is: 
{{Dpon92 _ ppong^ x R,, _ (j^n32 _ ppingl^ x ^ 

MaxErrDTP = ^^ * '- /' \£ '' " + MDTP (4.12) 

by taking equation 4.9 and equation 4.10 into accounts. And the residual of DTP's 

maximum time error is: 

MDTP 

Dpon9lDPin92 _ Dpon92Dpin9l _ jjpingld + jppongl R. 

tping2 •\Pingl \ 
2Rjix(Rjid+D^9-Dfi

n91) 
(4.13) 

Comparing to equation 4.7, the maximum time error of DTP is also a linear func­

tion over the synchronization interval At. However, we have the following important 

properties of DTP. 
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Theorem 1: DTP estimates the relative clock drift Rji more accurately than 

NTP-Core. 

Proof: Let us first calculate the difference of the estimated clock drifts of DTP 

and NTP-Core to the real R^. We have 

DiffDTP = Rjif — Rji 

DiffNTP-Core = 1 _ Rji 

So 
d - (t{2' - t{i]

ki) 
DiffDTP — DiffNTP-Core = Rji' ~ 1 = ~h fpjT 

From equation 4.2, we know that: 

t® -1 
jfflf _

 lsk u0ji , £)Pong2 

/W _ / 
AMf _ usk l0Ji I jjpongl 

SK p *J 
JXji 

And 

ti^t^xRa + tw + DSr1 

Recall that i^jjj — i^ = d. Thus, ADiff = DiffDTp — DiffNTp-Core can be 

further simplified as: 

ADiff = 
d+ %>-%> 

The design of DTP guarantees that the second pairwise of ping-pong messages 

experience additional queuing delays than the first one, i.e., £>J*ns2 — D^n9 > 0 and 

jypong2 _ jypongi > Q ^n(j ODViously, the second pong message can only be received 

after the first one is received, i.e., t\li — t[l> > 0. Therefore, we have 

Diff DTP ~ Diff NTP-Core < 0 
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In other words, DTP has better estimation of the relative clock drift than NTP-Core. 

Theorem 2: The increasing speed of DTP's maximum time error is about half 

of that of NTP-Core. 

Proof: From equation 4.12 and 4.7, we have: 

d(MaxErrDTP) 
ErrRateoTP = 

d{At) 

ErrRateDTP = ^—^ 2 • 9
 3 . , 3 (4.14 

2Rjix(Rjid + D%n92-D%n91) 

and 

TP D ^ d(MaxErrNTp-Core) ,D ,, ,,.,, 
ErrRateNTP^Core = — ^T^[\ =nx ^ ~ ^ (4-15) 

Using the most similar filter, DTP guarantees that 

jypongl _ jjpongl ^ jjping2 _ jjpingl _ > Q 
lj iy Ji J% r^ 

where JJL is the difference of the one-way delays of transmitting the two back-to-

back ping messages, i.e., the additional queuing delay experienced by the second ping 

message. Then we have: 

ErrRater>TP A4 Ml 
Q < = — < —-— ~ — 

ErrRateNTP-core 1R%d + ZRjifJ, 2Rji/J> 2 

Therefore, DTP is capable of achieving smaller maximum time error than NTP-

Core. The advantage of DTP's slower error-increase speed is significant in ICNs where 

links connecting Ai and Aj may be broken for a long period of time. 
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Preliminary Results 

In order to show the above features of DTP, we implemented it in NS-2 (network 

simulator 2) [4]. We apply NTP-Core and DTP to the typical 20 nodes IP network 

topology suggested in [45, 98], as shown in Fig. 4.7. 

Figure 4.7: Typical 20 nodes IP networks. Dark nodes are the time servers and white 
nodes are the time clients. In total, we have 9 time servers. There is one server has 
two time clients. 

We organize the 20 nodes into 10 pairs of clients and time servers to conduct net­

work time synchronization. The links between each pair are continuously connected. 

The simulation time is set to be 5 days and the synchronization interval is 1 minute. 

The clock drifts of time clients are randomly chosen from 1 to l+50ppm using Gaus­

sian distribution and the initial clock offsets of 10 clients are randomly chosen from 

5 to 10 seconds. The parameter d in DTP is set as 0.01 second. The average of 

the time errors of these synchronization peers achieved using NTP-core and DTP are 

illustrated in Fig. 4.8. 

Our preliminary results shows that DTP is capable of achieving smaller time errors 

than NTP with continuous end-to-end connections. And Table 4.1 lists the maximum 

time error of both synchronization approaches in each simulation day. The maximum 
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Figure 4.8: Time errors achieved by NTP-Core and DTP. No link disruptions in the 
networks during the simulation time of 5 days. 

Table 4.1: Maximum Time Error in Each Day 
Day 

1 
2 
3 
4 
5 

NTP-Core (seconds) 
0.04177 
0.04106 
0.04582 
0.04963 
0.05380 

DTP (seconds) 
0.01491 
0.01928 
0.01661 
0.01881 
0.01746 

time error of DTP is 19.3ms while that of NTP-Core is 53.8ms. 

4.1.5 Performance Evaluation 

Applying the ICN Traces 

To evaluate the performance of DTP and NTP-Core in the communication environ­

ments of ICNs, we modify the NS-2 simulator to manage the ICN link up and down 
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schedules. We use the same 20 nodes topology and in Fig. 6, with applying the 

trace files collected from the existing ICN testbeds. These ICN traces include the 

Pocket Switch Networks (PSN) trace [47] and the DieselNet trace (without using the 

throwboxes) [11]. We reduce the simulation time to be 1 day. 

In the PSN experiment, wireless devices called iMotes are put into the pockets 

of the conference attendees at IEEE INFOCOM 2005. A link is up only when two 

people encounter with each other in the same conference room. It is reported that 

the inter-link/inter-contact durations in PSN trace follow the power-law distribution, 

i.e., links have more chances to be down for longer period of time. We follow the same 

distribution and vary the total link unavailable time (i.e., total inter-link/iter-contact 

durations) from 10% to 90% of the overall simulation time. Our results are shown in 

Fig. 4.9. We observe that: i) the time errors of DTP and NTP-Core increase when 

ICN links are down for longer time, which is explained by the equation 4.7; ii) the 

maximum time error achieved using DTP is less than half of that of NTP-Core; and 

Hi) DTP also outperforms NTP-Core in terms of achieving smaller mean values of 

the time errors. 

The advantage of DTP becomes significant when applying the DieselNet traces. 

DieselNet is a outdoor ICN experiment in which ICN devices called Bricks are mounted 

on buses moving around Amherst in Massachusetts. There are 30 buses running in a 

17 square mile area. A link is available only when two buses encounter in the route. 

Compared to the PSN traces, the inter-link/inter-contact duration in DieselNet is 

much longer. Our statistical results show that the total inter-contact durations vary 

from 98.43% to 99.99% of the total system operating time. The network connectivity 

of the DieselNet is much worse than that of the PSN. 

Our results in Fig. 4.10 show that: i) the maximum time error of NTP-Core 

increases quickly when the DieselNet traces are applied. When links are down during 

99.99% time in 1 day, the maximum time error achieved using NTP-Core is 1.122 
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Time Error Using The PSN Trace 

S0.15 

i 

r^k»a i C^^M 
30% 50% 70% 

percentage ol total Inter-contact duration 

Figure 4.9: The maximum and mean time errors of DTP and NTP-Core using the 
PSN traces. 

Time Error Using The DieselNet Trace 

| 0.6 

W NTP-MeanErr 
•NTP-MaxErr 

i DTP-MeanErr 
- PTP-MaxErr 

99.9443 99. 
ptrcsnlaga of total Intar-contacl duration 

Figure 4.10: The maximum and mean time errors of DTP and NTP-Core using the 
DieselNet traces. 

second. However, if no synchronization operation is taken, the maximum time error 

will become 3.114 second (by taking l+36ppm as the clock drift and the initial clock 

offset is 0 second); ii) DTP can achieve much smaller maximum time errors than 
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NTP-Core. DTP outperforms NTP-Core especially when links are down for longer 

period of time. 

We also study the impact of the protocol controllable parameter d on the perfor­

mance of DTP. We use the PSN trace and manage the total inter-contact durations 

to be 70% of the overall simulation time. From the results illustrated in Fig. 4.11, 

we can tell that i) the maximum time error of DTP decreases as d increases, which 

matches their relationship in equation 4.12; and ii) DTP's maximum time error fol­

lows a long-tail distribution over d. The performance of DTP does not improve much 

as d is larger than 0.1 second, under the current simulation configurations. Also, when 

d is larger than 1 second, it loses the physical meaning of generating two back-to-back 

ping messages any more. 

1 0.0 

Time Error vs d Using The PSN Trace 

Bl 
0.05 0.07 0.09 0.1 

d(s) 

IDTP-MaanErr 

DTP-MaxErr 

Figure 4.11: The impact of d on DTP's time error. 

4.1.6 Introducing the Node Mobility 

In this simulation, we randomly deploy 20 ICN nodes and make them move following 

the mobility patterns retrieved from the ZebraNet trace [89]. ZebraNet trace records 
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the location information of a group of zebras in Kenya and is regarded as a widely 

utilized mobility model in ICNs. We randomly pick up 10 pairs of synchronization 

peers from these 20 nodes and collect the average of their synchronization results. 

1 0-15 

Time Error vs Area Size 

1 NTP-MoanErr 
--NTP-MaxErr 

a DTP-MeanErr 
-"DTP-MaCrr 

Area Size (kmxkm) 

Figure 4.12: The impact of the network area size on time errors. 

Time Error vs Communication Range 

3 NTP-MeanErr 

-•NTP-MaxErr 

Communication Range(m) 

9 DTP-MeanErr 

-DTP-MaxErr 

Figure 4.13: The impact of the communication range on time errors. 
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We first fix the communication range of each node to be 250m and vary the area 

size from 4 to 8 square kilometers. As illustrated in Fig. 4.12, the maximum time 

error of both NTP and DTP increases as the network area becomes larger. It is more 

difficult for nodes to encounter with another when they move following the same 

mobility pattern in bigger area. Thus the links are down for longer period of time 

and the time errors increase. 

We then fix the size of the network area as 2000m2000m and vary the data com­

munication range of each node from 150m to 250m. Clearly, when the transmission 

range increases it is easier for a client to detect the time server in its neighborhood. As 

a result, the total inter-contact durations of the synchronization peers are decreased. 

As shown in Fig. 4.13, the performances of NTP and DTP can be improved if ICN 

nodes are equipped with long-range radios. We also observe that DTP's maximum 

time error is still less than that of NTP with introducing node mobility. 

4.1.7 Discussion 

The communication environments of ICNs feature frequent contact up/down vari­

ations. In ICNs, the network time synchronization operations by exchanging time 

messages have to stop when links connecting the clients to the time server are broken. 

In this study, we first prove that the maximum time error achieved using NTP-Core 

quickly increases in a linear way when links are down for a long period of time. We 

propose DTP as an extension of NTP-Core in ICNs, which achieves approximately 

half of the maximum time error than that of NTP-Core. DTP has small implementa­

tion cost and can be easily implemented using the architecture of NTP. The benefit 

of DTP comes from the additional synchronization messages it collects by using the 

most similar filter. Compared to NTP-Core, DTP doubles the number of messages 

in the sliding window. For highest accuracy we believe that low-level timestamping 
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is essential. However, to access MAC-layer timestamping requires cross-layer design 

and optimization, which currently are not addressed in the IETF ICN architecture 

[28]. In our next design of DTP, we intend to utilize low-level timestamping similar 

as FTSP to further improve DTP's synchronization accuracy. 
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4.2 LESSAR: LEvel Synchronization using Sender, 

Adjuster and Receiver for Wireless Sensor Net­

works 

4.2.1 Introduction 

In the previous study, we provide a solution of synchronizing clocks of mobile data 

collectors in the upper-tier ICNs to the data center in our two-tier system architecture 

of WASNs. In this study, we focus on studying how to keep the clocks of sensors in 

the lower-tier Wireless Sensor Networks(WSNs) tick at the same speed. 

The resource-limitation constraints of sensor nodes, the ad-hoc network topology 

of WSNs, and the broad range of applications impose specific requirements on protocol 

design of time synchronization in WSNs: 

• The approach must be light-weighted and efficient. The underlying reason for 

this requirement is that sensor nodes have small amount of memory, limited bat­

tery power, low CPU computing strength, and slow data bus. These hardware 

constraints lead to the requirement of a light-weighted time synchronization 

protocol with small storage occupation, low computation complexity, and little 

energy consumption. In other words, the protocol should be storage-efficient, 

computation-efficient, and especially energy-efficient so that a sensor node is 

capable of supporting the time synchronization protocol as a basic functional 

module. 

• The approach must be self-configurable. Because sensor nodes may be deployed 

in ad-hoc manner, they should not be constrained by synchronizing their local 

clocks with some specific or fixed sources of time references. The WSN should 
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be able to autonomously maintain a proper structure to achieve time synchro­

nization. 

• The approach must be tunable. Different applications have different require­

ments of timing precision. For example, detecting the speed of a truck moving 

across a bridge requires the observing time with the accuracy of second while 

detecting temperature changes during an explosion or earthquake observation 

needs time accuracy of microsecond. Generally, the better accuracy a time 

synchronization protocol achieves, the more synchronization packet it requires 

and thus the more energy consumption and computation complexity it has. 

Tunable synchronization algorithm is desirable to make a trade-off between its 

synchronization accuracy and energy consumption. 

4.2.2 Analytical Model 

Timing Errors of a Single Node 

In general, time difference between the timing result of a local clock on a node X and 

the Coordinated Universal Time (UTC) comes from the imperfect match between 

the UTC and the output frequency of its internal hardware oscillator, which provides 

a vibrating frequency to keep X's local clock continuously running. The oscillator's 

frequency depends on its natural properties and the surrounding physical environment 

of this node. In practice, the relationships between the clock time tx generated by 

the oscillator and the UTC t satisfies the following function: 

tx = axt + t0x + Driftx (t) (4.16) 

where ax is the clock skew caused by the natural frequency differences between X's 

oscillator and the ideal standard ones and t0x is the initial time offset. Driftx is 
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the rambled clock drifts caused by the variations of environment conditions such as 

temperature. If the clock of X perfectly followed the UTC time t, ax would be equal 

to 1 and both t0x and Driftx would be zero. Fig.4.14 presents one case described by 

Eq. 4.16. 

tx 

tOx 

t 

Figure 4.14: The relationship between local clock and UTC. 

Clock drifts shown in Fig.4.14 is an environment-related phenomenon and it is 

hard to be modeled accurately. Even the relationships between the clock drifts and 

environmental factors are perfectly known, it is still an overly strong assumption for 

general time synchronization methods that the accurate drifts can be estimated by 

measuring the environment properties in real-time and deducing the drifts from the 

drift-environment relationships. 

In fact, the clock drift is additive to the overall errors of a node's local clock. If 

the sampling rate is high enough, the environmental factors will not change much so 

that the curve with drift (e.g., Fig.4.14) can be approached very well by a sequence of 

line-segments. In each segment, a linear regression method can be applied to achieve 
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time synchronization. In our application scenarios, the sampling rate is generally high 

enough, such that I limit the data sets of linear regression to the most recent ones in 

the following discussion. Therefore, Eq. 4.16 can be replaced by: 

tx = ax(n)t + t0x(n), nT <t<(n + 1)T (4.17) 

where T is the sampling rate. The clock drifts in nth period of sampling time are 

hidden in the values of ax(n) and t0x(n). 

Timing Errors between Two Networking Nodes 

Traditional time synchronization algorithm requires a client follow the clock of a 

server. Consider two networking nodes shown in Fig.4.15. Node S acts as the sender 

that sends out a sequence of reference packets with time stamps to the receiver node 

R. 

trl tr2 tm 
R 

tsl ts2 tsn 

Figure 4.15: The procedure of one-way message transmission for time reference pack­
ets. 

According to Eq. 4.17, the relationship between the time at the sender S, denoted 

as ts, and the time at the receiver R, denoted be initially expressed as follows: 

tr ~ ars(n)ts + t0rs(n) 
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Along the message transmission path, there are four major delays between the 

sending time and receiving time of a synchronization packet from the sender to the 

receiver: 

• Processing delay (P part): the time spent at node S to prepare and process 

the packet, and the time for the microprocessor to transfer the packet to its 

networking component; 

• Accessing delay (A part): the delay for the packet waiting for accessing the 

wireless channel; 

• Propagation delay (D part): the time spent from sending the packet out from 

the wireless radio at node S to receiving it by the wireless radio at node R; 

• Receiving delay (R part): the time for node R to process the packet and get the 

reading of its local clock. 

I combine these four parts together and name it as PADR delay. In practical, 

values of processing, accessing, and receiving delays (the P, A, and R parts) depend 

on the current workload of node R and S, the implementation of their Media Access 

Control (MAC) layer protocols, as well as the capability of their microprocessors and 

communication radios. The propagation delay (i.e. the D part) can be calculated as 

the physical distance between S and R divided by the speed of light. Clearly, these 

delays will affect the accuracy of synchronization algorithms since they make the 

linear regression functions move away from the accurate positions. Thus, Eq. 4.18 

should be extended as follows when using this one-way message exchanging approach 

to synchronize two networked nodes: 

tr = ars (n)ts + t0rs (n) + PADRsr (4.19) 
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Our Analytical Model 

From the above discussion, if two events simultaneously take place at time tr (observed 

at node R) and ts (observed at node S), the point (ts, tr) must be located in the line, 

namely accurate time line, with the slope equal to ars illustrated in Fig.4.16. Suppose 

at time tsi, node S sends a reference packet with time stamp ts\ to node R and R 

receives this packet at iri with the respect to its own local clock. At the same time of 

tri, the time at node S must be t'sl, derived from the cross-point of trl and the accurate 

time line, then mapped it to S's clock. Clearly, after receiving the second reference 

packet containing time stamp tS2 at tr2, node R is able to get its own practical time 

line that goes through the points (tsl,trl) and (ts2,tr2). The differences between 

the practical time line and the accurate time line are the PADR delays from S to 

R. To improve the accuracy of time-synchronization algorithms, it is necessary: (i) 

to give an estimation of the PADR errors in order to get an estimated time line by 

decreasing estimated PADR delays from the practical time line. This estimated time 

line can be taken by node R to estimate the accurate time at reference node S when 

an event happens; and (ii) to make the estimated time line as close to the accurate 

time line as possible in order to improve the accuracy of synchronization algorithm. 

PADR Estimation 

PADR delays between node S and node A can be estimated by the simple two-way 

message exchange mechanisms depicted in Fig.4.17. At time ts\, node S sends out 

a packet that is received by node A at tai with respect to its local clock. Node A 

timestamps this packet with ta\ and sends it back immediately so that node S catches 

the answered packet at t'sl. There goes the second round in the same way. 

From Eq. 4.19, there are PADRsa delay between ta\ and ts\ and PADRas delays 

between t'sl and tai. Assume that the workloads at the sender S and the node A are 
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ars 

Figure 4.16: The analytical model for time synchronization approaches. 

A 
tai ta2 

tsl UV ts2 ts2' 

Figure 4.17: The procedure of a Two-way message exchange. 

similar to each other, i.e. PADRsa ~ PADRas. Fig.4.18 presents the basic idea of 

two-way message exchange to synchronize the clocks of these two nodes. By locating 

the four points (tsl,tai), (t'sl,tal), (ts2,ta2), and (t's2,ta2), we can get one practical 

time line goes through the pair of (tsl,tai) and (tS2,ta2) that construct the upper 

bound line of the accurate time line with the difference of PADRsa, and another one 

goes through (t'sl,tai) and (t's2,ta2), that constructs the lower bound line with the 
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DRas(ta2) 

Figure 4.18: The upper bound and lower bound of PADR. 

difference of PADRas respectively. Based on those four known time points, we can 

easily calculate the slopes and offsets of the two practical time lines as: 

Slope 
upper 

Offset upper 

Slope, lower 

Off sett outer 

ta2 ~ 

ts2 ~ 

talts2 

ts2 

ta2 ~ 

t's2~ 

i +' bal''s2 

- tal 

- tsl 

— ta2tsl 

— tal 

- ta\ 

-t'sl 

~ ta2tsl 

(4.20) 

(4.21) 

(4.22) 

(4.23) 
f — t' 
Ls2 tsl 

Let's take the difference between the upper bound line and lower bound line at 

time tsl and ts2 as Dif fer{tsi) and Dif fer(tS2). 
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Theorem: Differ(tsl) « 2 x PADRsa{tsl), Differ{ts2) «2x PADRsa(ts2). 

Proof: From Eq. 4.20, 4.21, 4.22, and 4.23, we get: 

Differ^) = fti ~ *'M* ~ *»0 (4.24) 
1^2 ''si/ 

Dijfer{ts2) = 2>t, _t, . (4.25) 

Observe that the points (tsi,tai), (t'sl,tai), (ts2,ta2), and (t's2,ta2) satisfy the fol­

lowing equations: 

tai = aas(n)tsl + to(n) + PADRsa(tsl) (4.26) 

ta2 = aas{n)ts2 + t0(n) + PADRsa(ts2) (4.27) 

ki = Oa»4 + t0(n) - PADRas(tal) (4.28) 

tai = a„(n)fs2 + t0(n) - PADRas(ta2) (4.29) 

Since P4£>flao(ial) « PAL>Pas(t0l) and PADiCM « PADRas{ta2), we then 

have: 

aas(n)ts2 - aas(n)tsl + PADRsa(ts2) - PADRsa(tsi) 
Differ(tsl) « 2PAL>i?sa(^i) 

aas(n)^2 - aa3(n)tsi + 2PADRsa(ts2) - 2PADRsa(tsl) 
(4.30) 

In practice, the synchronization interval, i.e. the difference between ts2 and tsi, is 

much larger than the difference between two PADR delays. Therefore Dif fer(ts{) m 

2PADRsa{tsl). 
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Following the same way, we get Differ(ts2) s=» 2PADRsa(ts2). 

Thus, 

PADRestimated(tsl) = ———T-j -J-T (4-31) 
l\ls2 ~ tsl) 

PADRestimated{tS2) = ——xjTj 7T\ (4.32) 
'•V'si tsl) 

If we define ial = tal - PADRestimated{tsi) and ia2 = ta2 - PADRestimated(ts2), 

then the estimated time line can be drawn by passing through (£sl, tai) and (ts2, ta2). 

4.2.3 Error Limit Analysis 

Based on the results of the discussions and analysis above, all nodes can calculate 

PADR delay after getting every four points in two loops of two-way message exchange. 

During the period from the end of the second loop to the end of the third one, a node 

can only estimate the current PADR delay by locating a point in the extension of the 

newest estimated time line based on information of the last two loops. The difference 

between the estimated PADR delay from history information and the real accurate 

one is the synchronization error that a time synchronization algorithm has. 

The PADR delay can be regarded as the summation of a constant part PADRC 

and a random part PADRr. Deterministic components in the PADR delay that can 

be determined by the hardware implementation of nodes and network deployment, 

e.g., the type of hardware chips, the protocol of MAC layer, the capability of commu­

nication channels, the distance between two nodes, etc., are included into PADRC. 

Other non-deterministic components form PADRr. Thus the PADRC is a constant 

that does not affect the shape of the distribution curve of the synchronization er­

ror, although it does affect the absolute value. The random PADRr is the one that 
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affects the error distribution. In the following discussion, I focus on analyzing the syn­

chronization accuracy related to the random PADRr and assume that the constant 

PADRC can be accurately estimated. To make the analysis clear, I study PADRr in 

two cases: bounded and unbounded ones. 

Bounded PADRr 

If the absolute value of PADRr is limited by a bound b, i.e. \PADRr\ < 6, the 

maximum error would be 36. 

tsi ts2 ISJ ts 

Figure 4.19: The estimate of time synchronization errors when PADRr is bounded. 

The analysis is illustrated in Fig.4.19. Line BD, AC and MN are parallel with the 

accurate time line. The distance between BD and MN and that between AC and MN 

are +b and -b respectively, and the distance between MN and the accurate time line 

is the constant PADRC. The line BD and the line AC represent the upper bound 

and lower bound of PADR delays due to the random PADRr. 
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When node A receives the packet with time stamp tsl, the accurate PADR at 

that time would be located in the segment BA. In the same way, the accurate PADR 

corresponding to the packet with time stamp ts2 would be located in segment DC. 

According to the above discussions, the points with the estimated PADR must be 

located in the extension of the lines that go through the latest time points. After 

drawing two assistant lines AD and BC, it is easy to find that the worst case happens 

at point F or E, in which I get the maximum PADR estimation errors. Assume that 

node S sends out the packets in a fixed time interval, i.e. tS3 — ta2 = tS2 — £si- It is 

easy to find that \MO\ — \OP\ = 0.5 x \PN\. Therefore the maximum estimation 

error is |FiV| = \NE\ = 36, due to the features of the parallel lines. Furthermore, the 

error distribution function of the points in segment EF can be described: 

g — b 
2 

2 lx—a 

0 
6 lx—a 

I f(x) J f{y)dydx 

(a > 36) 

(36 > a > 6) 
-6 

P(e > a) = { I f{x) J f(y)dydx + / f(x)dx (6 > a > -b) 
a—b 

2 

2 

q+i> 
2 

2x—a b 

I /(*) / f(y)dydx + J f(x)dx (-6 > a > -36) 
b -b q-f-b 

2 

1 (-36 > a) 

(4.33) 

in which, e is the random variable, f[x) is the distribution function of the random 

PADRr, and a is the distance from the accurate time point to point N. 

Let us take the uniform distribution as an example. If f{x) = ^ when — 6 < x < b, 

the integration of above formulas can be evaluated as follows (presented in Fig.4.20): 
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-\ 1 -
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Figure 4.20: A distribution of the errors of upper estimated time line where PADRr 

is uniformly distributed. 

P(e > a) = { 

1 (a > 36) 

1^2 (a2 - Qab + 9b2) (36 > a > b) 

h-l (b>a>-b) 

Te-U-M (~b>a>-3b) 

(4.34) 

0 (-36 > a) 

Thus, the probability density function of P(e > a)can be expressed as follows: 

OCT(36-O) 36>a>6 

fe(a) = -P(e > a)'a = { 4fc 

i_a_ , 31 
8 62 "f" 8 6 

(4.35) 
b> a> -b 

-b> a > -36 

0 otherwise 

Fig.4.19 only proposes the estimation errors of the upper bound line. The other 
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half of estimation error in the lower bound could be analyzed in the same way. The to­

tal time synchronization error is nothing more than an average of the self-convolution 

of these two Identified Independent Distribution (IID) random variables: 

2b < t < 36 
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Figure 4.21: An error distribution of estimated PADR where PADRr is uniformly 
distributed 

Fig.4.21 presents the final error distribution curve when PADRr follows a uniform 

distribution. 

113 



4. Time Synchronization in WASNs 

Unbounded PADRr 

If the absolute value of PADRr is unbounded in [0, oo), I can follow the similar 

analysis method and get the new distribution function as following: 

P{e > a) = { 

oo 2x—o 

//(*) / f(y)dydx a>0 
f o 
oo 2x—a 

ff(x) J f{y)dydx a<0 

(4.37) 

o o 

In fact, the cases of the unbounded PADR,. in the real world only happen when 

node fails. 

4.2.4 LESSAR Protocol 

Based on the analytical model I proposed, We propose a light-weighted time synchro­

nization protocol, namely LEvel Synchronization by Sender, Adjuster and Receiver 

(LESSAR), which is able to achieve the accuracy limitation while keep characteris­

tics of low power consumption, affordable storage requirement, and small computation 

complexity by dramatically reducing the packets transmissions overheads. In order to 

demonstrate the effectiveness of the proposed analytical model, I study this protocol 

as an example to illustrate the usefulness of the proposed analytical model. 

Observations 

In order to design a time-synchronization approach that satisfies the accuracy re­

quirement while keeps the overhead consumption as low as possible, we study the be­

havior of existing time-synchronization approaches in terms of synchronization error 

and control packet exchanging procedure. LESSAR is designed according to several 

key observations based on the analysis. We observed that: 

• The constant part of PADR can easily cancel out each other by time-synchronization 
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algorithms that use two-way message exchange approaches. Therefore, two-way 

message exchange approaches can generate more accurate time-synchronization 

than one-way message exchange approaches. As a result, in LESSAR, two-way 

message exchange approach is applied to help nodes to eliminate the influence of 

PADR delays. Under this condition, the error of estimated PADR delay equals 

to \PADR.a(t.1)-PADRa.(tai)^ If PADRsa(tsl) ~ PADRas(tal), the error equals 

to zero. 

• In general WSNs, accessing delay dominate the PADR delay. The accessing 

delay is composed of queuing delay, carrier sense time, channel back-offs, and 

time to transmit preamble bytes. Although by increasing the priority of time-

synchronization packets, the queuing delay and channel back-off delay can be 

significantly decreased, the remaining accessing delay is still in the magnitude 

of macro-second to milli-second. while the magnitudes of common process­

ing delay, propagation delay, and receiving delay are shorter than 1 macro-

second. By applying faster processing units, using separate channels for time-

synchronization, measuring time during radio operations, their value can be 

further reduced. 

• When the propagation delay is not the dominant term in the PADR delay, The 

relationship between the value of PADR and the distance between node S and 

node R is weak. Values of processing delay, accessing delay, and receiving delay 

depend on the current workload of node R and S, the implementation of their 

Media Access Control (MAC) layer protocols, as well as the capability of their 

microprocessors and communication radios. In a homogeneous network, the dis­

tributions of processing delay, accessing delay, and receiving delay of one node 

pair are similar to those of other node pairs. Therefore, the estimated PADR 

between node S and node Ri has the same distribution as the PADR estimation 
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between node S and node i?2- As a result, a proper estimated PADR for one 

pair of nodes can be applied to other pairs in the network. Consequently, in 

LESSAR, instead of estimating PADR delay between all node pairs, we esti­

mate PADR delays of several selected node pairs and use the estimation results 

for synchronize other node pairs. This indirect PADR estimation approach 

can generate almost similar estimation accuracy while significantly reduce the 

amount of traffic overhead. 

Level Discovery 

LESSAR maintains a global time in a WSN by organizing the system into levels. 

Level discovery is performed at the initial time when the network is deployed. A 

gateway node is the root of the network. It is assigned to be the level 0 node in the 

structure and broadcasts a level discovery packet to its neighbors. The nodes who 

receive this packet are assigned to be level 1 and broadcast their own level discovery 

packet containing the new level values to their neighbors. A node may receive several 

level discovery packets and it always accepts the one with the lowest level as its 

ancestor and takes this value plus 1 as its own level. Then the broadcasting operation 

continues. Finally, all nodes are constructed in a hierarchical network topology. When 

a new node joins an established network, it broadcasts a level request packet to ask its 

neighbors for their current level values. From those responses, it chooses the smallest 

one plus 1 as its own level. The children of a node can discover the failure of a node 

when the timer of keep-alive messages from that node expires. These nodes then 

broadcast level request packet and redo the level discovery progress again. In this 

way, the whole network can be set up in a hierarchical structure. A node at an upper 

level means it is closer to the gateway node in terms of number of hops. 

In LESSAR, nodes will be synchronized level by level. Each node believes that the 
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clocks in its upper level are more accurate than its local clock and try to synchronize 

with them. It accepts the time sync packets from parent node and drops all other 

time sync packets from nodes in its lower level and peers in the same level. Finally, 

the whole WSN will follow the clock of the gateway node, which could be adjusted 

by NTP in the upper-layer service network or obtained directly from GPS signals. 

LESSAR Algorithm in Two Adjacent Levels 

We observed that there is correlation in the PADR errors across multiple receivers 

of the same sequence of synchronization packets. Like NTP, LESSAR estimates the 

PADR delays by the well-known two-way message exchange method. However, to 

reduce the amount of synchronization packets across the networks, only one node is 

required to do two-way message exchange to estimate PADR delays for its peers in 

the same level. In this way, LESSAR is still able to achieve the accuracy limitation 

but decrease the number of time synchronization packets. 

„ , PADR Info 
Sender Packet 

Time Sync y/p^ —*# Adjuster 
Packet 

ReceiverCT T D Receiver 

Figure 4.22: The two-level structure of LESSAR 

Let us consider a two-level localized view of WSN, which is presented in Fig.4.22. 

The nodes at level i + 1 are receivers and the node at level i is their sender. LESSAR 

selects one node from the receivers as an adjuster for these receivers. All the receivers 

try to synchronize their local clocks with the sender based on the PADR delays 
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estimated by the two-way message exchanges between sender and adjuster. 

The sender periodically broadcasts the time stamped time sync packet to all the 

receivers and the adjuster. Each node records the receiving time according to its 

local clock when it receives the packets. Only the adjuster puts its timestamps into 

the PADR info packet and sends it back to the sender. After two rounds of such 

operations, the sender has two answers from the adjuster and is able to estimate the 

PADR delays by Eq. 4.30 and 4.31. Then, the sender puts the estimations into the 

next time sync packet and broadcasts it to all the receivers. Because the adjuster is 

selected from the receivers in the same level, they all get the same sequence of time 

sync packets from the same sender and work in the similar physical environment, the 

differences of their PADR delay would be small enough to be taken as part of PADRr 

described in our above discussions. In this way, any receiver can take the adjuster's 

PADR estimation as its own to synchronize its local clock with the sender. 

Adjuster Selection in the Overall Network 

Selecting an adjuster for each level is straightforward: LESSAR always chooses one 

of the senders in the lower level as the adjuster for its upper level. The gateway 

node, root of the network, is the sender of level zero. At the edge level, the sender 

with the longest lifetime or the maximum amount of remaining battery power will be 

selected as the adjuster. There are existing studies on how to build a network tree 

[16, 15]. Therefore, LESSAR can view the wireless network based on hierarchical tree 

structure. In this tree structure, each none-leaf node acts as the sender for its lower 

level and the adjuster candidate for the current level. Only these nodes perform two-

way messages exchanging jobs to estimate the PADR. All the leaf nodes are receivers 

and synchronize their local clocks by every time sync packet received from their parent 

nodes. 

118 



4. Time Synchronization in WASNs 

Synchronization Method and Errors 

For one receiver, it draws the estimated time line based on the PADR estimation 

value from its adjuster in the latest two time sync packets and synchronizes its local 

clock. Fig.4.23 illustrates this approach. 

tr; 

trp 

tr2-

PADB 

Figure 4.23: The procedure of receiver R estimating the accurate tsp when its lo­
cal clock is trp by using the latest estimated time line generated from the previous 
estimations of the PADR delays 

The estimated time line goes through the points (tsi,tr{) and (ts2,tr2) with: 

trl = trl - PADR, estimated (tsl) (4.38) 

tr2 — tr2 — PADResiimated(ts2) (4.39) 
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If there is an event happening at trp (and tsp according to S's clock), the receiver 

would time stamp this event as trp : 

T __. PADRestima,ted\ksl) * \tr2 ~ trp) + PADRestimated{ts2) * {tsl ~ trl) i. .~\ 
trp trp — - - [Q.'kUj 

Wl ~ <>rl 

Prom Eq. 4.40, it can be found that the accuracy that LESSAR can achieve 

depends on the difference between the PADR delays estimated by the adjuster and 

the accurate PADR delays this receiver should have when it receives a synchronization 

packet from a sender. There exist two sources of errors: (i) the difference between 

the constant part PADRC of the adjuster and the receiver; (ii) the difference between 

the random part PADRr of the adjuster and the receiver. If the adjuster and the 

receiver are perfectly the same, the first part of the error is the difference between 

their distances to the sender, which is denoted as ADistance/C, where C is the speed 

of light. Take Berkley Mote as an example, the maximum ADistance of two nodes 

is only several hundred feet, and ADistance/C is less than 100 ns. So the dominant 

error affects the accuracy of LESSAR is the random PADRr. 

4.2.5 Performance Evaluations 

We implemented and tested LESSAR with OMNeT++ [5]. To mimic the behaviors of 

practical event sensing applications, he takes the hardware specifications of Berkeley 

Mote to model nodes in our simulation. The random PADR,. are assumed to follow 

uniform distribution as bounded PADRr. In addition, the distances between nodes 

in any two levels are randomly assigned from 10 feet to 100 feet. 

We have tested the effect of the random PADRrto the synchronization accuracy. 

Fig.4.24 presents the error distribution of both the simulation results and Eq. (4.16) 

when PADRr follow uniform distribution, f(x) = 100
1
E_6 where —50ns < x < 50us. 
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Figure 4.24: An error distribution of simulation results (in blue cross) and theoretical 
analysis results (in red circle) with uniformly bounded PADRr. The x-axis represents 
the scale of the errors and the y-axis represents the number of results distributed in 
each scale 

In this figure, the interval for the sender sending out time sync packets is Is, and the 

number of samples is 100,000, i.e. the simulation time is about 1 day and 4 hours. It 

has been observed that the simulation result matches our theory analysis very well. 

The occurred maximum error of LESSAR is 149.87us that is very close to the theory 

result 36, which is 150us. 

A quantile-quantile plot, shown as Fig.4.25, is also utilized to compare the dis­

tribution of the above two curves in Fig.4.24. The curve in Fig. 12 is nearly a line 

with the slop that equals to 1. That also proves that the two distributions of the 

simulation results and the theory analysis are the same. This result justifies that our 

theoretical analytical model can be used to study the performance of time synchro­

nization protocols. Although only LESSAR has been studied in the simulation, our 

model can be easily applied to other existing synchronization protocols with linear 
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Figure 4.25: The quintile-quintile relationship of the simulation and theoretical anal­
ysis results 

assumptions. 

4.2.6 Discussion 

In this study, we proposed 1ESSAR, a light-weight time synchronization approach to 

synchronizing clocks of the lower-tier wireless sensor networks in WASNs. Network 

time synchronization is done by exchanging time messages between time client and 

time server. Compared to the existing solutions, LESSAR has a new way to collect­

ing clock information by only requiring selected nodes rather than all the nodes to 

perform two-way message exchanges. In this way, LESSAR can significantly reduce 

the traffic of synchronization messages by sacrificing the synchronization accuracy. 

The correctness of LESSAR is based on an assumption of that sensors in the same 

level in the networks are deployed in the similar physical environment, which is true 

in most WSNs applications. Further comparisons between LESSAR and the existing 
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synchronization approaches for WSNs can be found in [96]. 
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5. Conclusions 

5.1 Conclusions and Major Contributions 

In this dissertation, I proposed a set of dynamic multicast and time synchronization 

protocols for supporting the spatiotemporal event surveillance applications in Wide-

Area Sensor Networks (WASNs). WASNs have a two-tier infrastructure: i) the lower 

tier consists of multiple Wireless Sensor Networks (WSNs) which can be deployed in 

interested sensing areas that may be geographically disconnected; and ii) the upper 

tier that consists of mobile data collectors which forward sensory task assignments 

and event reports back-and-forth between the central data center and the distributed 

sensor nets. The data collectors form the so-called Intermittently Connected Networks 

(ICNs). The major contributions include: 

• I proposed OS-Multicast, a new one-to-many data communication approach 

for ICNs to distributing event queries from the data center to multiple mo­

bile data collectors. OS-Multicast dynamically builds up the multicast struc­

ture according to the current network situations. It forwards data whenever 

there is a discovered opportunity to reach the destinations. Our results show 

that OS-Multicast doubles the message delivery ratio than DTBR, which is 

the first dynamic multicast approach proposed for ICNs, when the total un­

availability of contacts is more than 70% of the overall system operation time. 

OS-Multicast is actually a controlled-flooding approach. The performance gain 

achieved by OS-Multicast comes from the additional redundant duplicates of 

messages generated along with the creation of the dynamic multicast structure 

in OS-Multicast. Therefore, OS-Multicast has worse message deliver efficiency 

compared to DTBR. We recommend system designers choose OS-Multicast to 

provide multicast service in ICNs when the source traffic rate is low. 

• I proposed PTNT for mobile data collectors to collect the observed event reports 
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from the sensor networks. PTNT is simple to be implemented in sensor nodes 

and is capable of tracking the movement trace of mobile sinks without requiring 

GPS information. PTNT gives system designers the flexibility of adjusting 

the event query broadcast frequency so that they can make a tradeoff between 

the message delivery efficiency and average message delay. The performance 

of PTNT highly rely on how frequent the queries are flooded to the overall 

networks so that the distance from each sensor to the current positions of the 

mobile data collectors can be updated. When every query is flooded, PTNT will 

always select the shortest path to forward messages. In this case, it achieves the 

smallest delay but has the worst message delivery efficiency caused by flooding 

the queries. 

• I proposed DTP to provide synchronized clocks in ICNs. It is important to have 

accurate timestamps for both the spatiotemporal event queries and the reports. 

DTP is a distributed time synchronization approach. It reduces the average 

time-synchronization error by about half comparing to NTP-Core, which models 

the fundamental synchronization message exchange method of NTP which is the 

Internet time standard for decades. The performance gain achieved by DTP 

comes from the additional time information it collects by doubling the number 

of synchronization messages in each message exchange sliding window, as well 

as by applying a new way of performing linear regression of the synchronization 

messages. DTP requires can also be implemented in the current architecture of 

NTP with minor modifications. 

• I also proposed LESSAR to keep clocks in WSNs synchronized with the data 

collectors. LESSAR is a lightweight approach to addressing the concern of 

limited energy in WSNs by only requiring the selected nodes, i.e. the adjusters, 

rather than requiring all the nodes to conduct two-way time message exchange 
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with the time servers. Thus, LESSAR always uses less synchronization traffic 

than TPSN to achieve similar time accuracy, which operates using massive two-

way synchronization message exchanges among sensors. TPSN is the default 

time protocol used in TinyOS, i.e. the operating system of off-the-shelf wireless 

sensors. However, LESSAR sacrifices the synchronization accuracy because of 

using the clock estimations of the selected adjusters to adjust clocks of the other 

nodes. The correctness of LESSAR is based on assumptions of that the same 

sensor nodes have the very similar oscillator and nodes located in the same 

level in the networks are deployed in the similar physical environment. These 

assumptions are true in most WSNs applications. 

Performance evaluations of the above protocols are conducted either by simula­

tions or by theoretical analyses based on the simplified network models. Thus, the 

correctness of our study is limited by the correctness of the simulation scenarios and 

the simplified models. In this dissertation, a lot of efforts are done to improve the 

correctness of our results such as by applying the trace files collected from real-world 

ICN testbeds to study the dynamic multicast problem and by using the widely ac­

cepted linear clock model to study the time synchronization problem. However, it has 

been reported in [41, 87] that there are several difficulties and unsolved issues of sim­

ulating the Internet and the mobile ad hoc wireless networks. Moreover, [22] argues 

that the radio propagation model used in ns2 is inappropriate to reflect the real-world 

scenarios. Also, the linear clock model is correct only when clocks are operated in 

room temperature. How to further improve the correctness of the performance study 

in this dissertation is an important part of our future work. 
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5.2 Future Work 

To extend the research in this dissertation, we will study the optimal scheduling 

issue of the dynamic multicast problem in WASNs, which targets on delivering the 

multicast data to destinations in the smallest work span. Actual implementation of 

PTNT in commercial wireless embedded sensors needs to be done to study how to 

tune the protocol parameters to achieve the best performance in terms of the joint-

optimization of the message delivery efficiency and the average delays. We will also 

implement the idea of DTP using the current architecture of NTP to investigate its 

performance in the real-world experiments. 
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